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Mr. DECONCINI, from the Select Committee on Intelligence,
submitted the following

REPORT

[To accompany S. 2056, as amended]

The Select Committee on Intelligence, having considered
S. 2056, a bill to amend the National Security Act of 1947 to im-
prove the counterintelligence and security posture of the United
States, and for other purposes, reports favorably with an amend-
ment in the form of a substitute and recommends that the bill as
amended do pass.

PURPOSE

The purpose of S. 2056 is to improve the ability of the United
States Government to deter persons with access to classified infor-
mation from turning to the crime of espionage, to facilitate the de-
tection of persons who commit espionage, and to provide additional
authority to prosecute and redress espionage activities.

AMENDMENT

Strike all after the enacting clause and insert in lieu thereof the
following:
SECTION 1. SHORT TITLE.

This Act may be cited as the "Counterintelligence and Security Enhancements Act
of 1994".
SEC. 2. ACCESS TO CLASSIFIED INFORMATION.

(a) AMENDMENT OF THE NATIONAL SECURITY ACT OF 1947.-The National Security
Act of 1947 (50 U.S.C. 401 et seq.) is amended by adding at the end the following
new title:
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"TITLE VIII-ACCESS TO CLASSIFIED INFORMATION
"PROCEDURES

"SEC. 801. Not later than 180 days after the date of enactment of this title, the
President shall, by Executive order or regulation, establish procedures to govern ac-
cess to classified information which shall be binding upon all departments, agencies,
and offices of the executive branch of Government. Such procedures shall, at a mini-
mum-

"(1) provide that, except as may be permitted by the President, no employee
in the executive branch of Government may be given access to classified infor-
mation by any department, agency, or office of the executive branch of Govern-
ment unless, based upon an appropriate background investigation, such access
is determined to be clearly consistent with the national security interests of the
United States;

"(2) establish uniform minimum requirements governing the scope and fre-
quency of background investigations and reinvestigations for all employees in
the executive branch of Government who require access to classified information
as part of their official responsibilities;

"(3) provide that all employees in the executive branch of Government who
require access to classified information shall be required as a condition of such
access to provide written consent to the employing department or agency which
permits access by an authorized investigative agency to relevant financial
records, other financial information, consumer reports, and travel records, as
determined by the President, in accordance with section 802 of this title, during
the period of access to classified information and for a period of five years there-
after;

"(4) provide that all employees in the executive branch of Government who
require access to particularly sensitive classified information, as determined by
the President, shall be required, as a condition of maintaining access to such
information, to submit to the employing department or agency, during the pe-
riod of such access, relevant information concerning their financial conditions
and foreign travel, as determined by the President, as may be necessary to en-
sure appropriate security; and

"(5) establish uniform minimum standards to ensure that employees whose
access to classified information is being denied or terminated under this title
are appropriately advised of the reasons for such denial or termination and are
provided an adequate opportunity to respond to all adverse information which
forms the basis for such denial or termination before final action by the depart-
ment or agency concerned, except that, wherever such information is derived
from a classified source, appropriate measures shall be taken to conceal the
identity of such source from the employee concerned.

"REQUESTS BY AUTHORIZED INVESTIGATIVE AGENCIES

"SEC. 802. (a)(1) Any authorized investigative agency may request from any finan-
cial agency, financial institution, or holding agency, or from any consumer credit re-
porting agency, such financial records, other financial information, and consumer re-
ports as may be necessary in order to conduct any authorized law enforcement in-
vestigation, counterintelligence inquiry, or security determination. Any authorized
investigative agency may also request records maintained by any commercial entity
within the United States pertaining to travel by a person outside the United States.

"(2) Requests may be made under this section where-
"(A) the records sought pertain to a person who is or was an employee re-

quired by the President in an Executive order or regulation, as a condition of
access to classified information, to provide consent, during a background inves-
tigation and for such time as access to the information is maintained, and for
a period of not more than 5 years thereafter, permitting access to financial
records, other financial information, consumer reports, and travel records; and

"(B)(i) there is information or allegations indicating that the person is, or may
be, disclosing classified information in an unauthorized manner to a foreign
power or agent of a foreign power;

"(ii) information comes to the attention of the employing agency indicating the
person has incurred excessive indebtedness or has acquired a level of affluence
which cannot be explained by other information known to the agency; or

"(iii) circumstances indicate the person had the capability and opportunity to
disclose classified information which is known to have been lost or compromised
to a foreign power or an agent of a foreign power.

"(3) Each such request-



"(A) shall be accompanied by a written certification signed by the department
or agency head or deputy department or agency head concerned, or by a senior
official designated for this purpose by the department or agency head concerned
(whose rank shall be no lower than Assistant Secretary or Assistant Director),
and shall certify that-

"(i) the person concerned is or was an employee within the meaning of
paragraph (2XA);

"(ii) the request is being made pursuant to an authorized inquiry or in-
vestigation and is authorized under this section; and

"(iii) the records or information to be reviewed are records or information
which the employee has previously agreed to make available to the author-
ized investigative agency for review;

"(B) shall contain a copy of the agreement referred to in subparagraph (AXiii);
"(C) shall identify specifically or by category the records or information to be

reviewed; and
"(D) shall inform the recipient of the request of the prohibition described in

subsection (b).
"(b) Notwithstanding any other provision of law, no governmental or private en-

tity, or officer, employee, or agent of such entity, may disclose to any person, other
than those officers, employees, oragents of such entity necessary to satisfy a re-
quest made under this section, that such entity has received or satisfied a request
made by an authorized investigative agency under this section.

"(cX 1) Notwithstanding any other provision of law (other than section 6103 of the
Internal Revenue Code of 1986), an entity receiving a request for records or infor-
mation under subsection (a) shall, if the request satisfies the requirements of this
section, make available such records or information within 30 days for inspection
or copying, as may be appropriate, by the agency requesting such records or infor-
mation.

"(2) Any entity (including any offcer, employee, or agent thereof) that discloses
records or information for inspection or copying pursuant to this section in good
faith reliance upon the certifications made by an agency pursuant to this section
shall not be liable for any such disclosure to any person under this title, the con-
stitution of any State, or any law or reglation of any State or any political subdivi-
sion of any State.

"(d) Any agency requesting records or information under this section may, subject
to the availability of appropriations, reimburse a private entity for any cost reason-
ably incurred by such entity in responding to such request, including the cost of
identifying, reproducing, or transporting records or other data.

"(e) An agency receiving records or information pursuant to a request under this
section may disseminate the records or information obtained pursuant to such re-
quest outside the agency only-

"(1) to the agency employing the employee who is the subject of the records
or information;

"(2) to the Department of Justice for law enforcement or counterintelligence
purposes; or

'(3) with respect to dissemination to an agency of the United States, if such
information is clearly relevant to the authorized responsibilities of such agency.

"(f) Nothing in this section may be construed to affect the authority of an inves-
tigative agency to obtain information pursuant to the Right to Financial Privacy Act
(12 U.S.C. 3401 et seq.) or the Fair Credit Reporting Act (15 U.S.C. 1681 et seq.).

"EXCEPTIONS

"SEc. 803. Except as otherwise specifically provided, the provisions of this title
shall not apply to the President and Vice President, Members of the Congress, Jus-
tices of the Supreme Court, and Federal judges appointed by the President.

"DEFINITIONS

"SEC. 804. For purposes of this title-
"(1) the term 'authorized investigative agency' means an agency authorized by

law or regulation to conduct a counterintelligence investigation or investigations
of persons who are proposed for access to classified information to ascertain
whether such persons satisfy the criteria for obtaining and retaining access to
such information;

"(2) the term 'classified information' means any information that has been de-
termined pursuant to Executive Order No. 12356 of April 2, 1982, or successive
orders, or the Atomic Energy Act of 1954, to require protection against unau-
thorized disclosure and that is so designated;



"(3) the term 'consumer credit reporting agency' has the meaning given such
term in section 603 of the Consumer Credit Protection Act (15 U.S.C. 1681a);

"(4) the term 'employee' includes any person who receives a salary or com-
pensation of any kind from the United States Government, is a contractor of
the United States Government or an employee thereof, is an unpaid consultant
of the United States Government, or otherwise acts for or on behalf of the Unit-
ed States Government;

"(5) the terms 'financial agency' and 'financial institution' have the meanings
given to such terms in section 5312(a) of title 31, United States Code, and the
term 'holding agency' has the meaning given to such term in section 1101(6) of
the Right to Financial Privacy Act of 1978 (12 U.S.C. 3401);

"(6) the terms 'foreign power' and 'agent of a foreign power' have the same
meanings as set forth in sections 101 (a) and (b), respectively, of the Foreign
Intelligence Surveillance Act of 1978 (50 U.S.C. 1801); and

"(7) the term 'State' means each of the several States of the United States,
the District of Columbia, the Commonwealth of Puerto Rico, the Commonwealth
of the Northern Mariana Islands, the United States Virgin Islands, Guam,
American Samoa, the Republic of the Marshall Islands, the Federated States of
Micronesia, and the Republic of Palau (until such time as the Compact of Free
Association is ratified), and any other possession of.the United States.".

(b) CLERICAL AMENDMENT.-The table of contents of the National Security Act of
1947 is amended by adding at the end the following:

"TITLE VIII-ACCESS TO CLASSIFIED INFORMATION
"Sec. 801. Procedures.
"Sec. 802. Requests by authorized investigative agencies.
"Sec. 803. Exceptions.
"Sec. 804. Definitions.".

(c) EFFECTIVE DATE.-The amendments made by subsections (a) and (b) shall take
effect 180 days after the date of enactment of this Act.
SEC. 3. COORDINATION OF COUNTERINTELLIGENCE ACTIVITIES.

(a) ESTABLISHMENT OF COUNTERINTELLIGENCE POLICY BOARD.-( 1) There is estab-
lished within the executive branch of Government a National Counterintelligence
Policy Board (in this section referred to as the "Board"). The Board shall report to
the President through the National Security Council.

(2) The Board shall consist of the following individuals:
(A) The Attorney General, who shall serve as Chair.
(B) The Secretary of Defense.
(C) The Director of Central Intelligence.
(D) The Director of the Federal Bureau of Investigation.
(E) The Assistant to the President for National Security Affairs.

(b) FUNCTION OF THE BOARD.-The Board shall serve as the principal mechanism
for-

(1) developing policies and procedures for the approval of the President to
govern the conduct of counterintelligence activities; and

(2) resolving conflicts, as directed by the President, which may arise between
elements of the Government which carry out such activities.

(c) COORDINATION OF COUNTERINTELLIGENCE MATTERS WITH THE FEDERAL Bu-
REAU OF INVESTIGATION.--1) The head of each department or agency within the ex-
ecutive branch of Government shall ensure that-

(A) the Federal Bureau of Investigation is advised immediately of any infor-
mation, regardless of its source, which indicates that classified information is
being, or may have been, disclosed in an unauthorized manner to a foreign
power or an agent of a foreign power;

(B) following a report made pursuant to subparagraph (A), the Federal Bu-
reau of Investigation is consulted with respect to all subsequent actions which
may be undertaken by the department or agency concerned to determine the
source of such loss or compromise; and

(C) where, after appropriate consultation with the department or agency con-
cerned, the Federal Bureau of Investigation undertakes investigative activities
to determine the source of the loss or compromise, the Bureau is given complete
and timely access to its employees and records for purposes of such investiga-
tive activities.

(2) Beginning on February 1, 1995, and each year thereafter, the Director of the
Federal Bureau of Investigation shall, in consultation with the Director of Central
Intelligence and the Secretary of Defense, submit a report to the Select Committee
on Intelligence of the Senate and to the Permanent Select Committee on Intelligence



of the House of Representatives with respect to compliance with paragraph (1) dur-
ing the preceding calendar year.

(3) Nothing in this subsection may be construed to alter the existing jurisdictional
arrangements between the Federal Bureau of Investigation and the Department of
Defense with respect to investigations of persons subject to the Uniform Code of
Military Justice, nor to impose additional reporting requirements upon the Depart-
ment of Defense with respect to such investigations other than those required by
existing law and executive branch policy.

(4) As used in this subsection, the terms "foreign power" and "agent of a forei

power" have the same meanings as set forth in sections 101 (a) and (b), respectivey,
of the Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. 1801).

SEC. 4. DISCLOSURE OF CONSUMER CREDIT REPORTS FOR COUNTERINTELLIGENCE PUR-

POSES.

Section 608 of the Fair Credit Reporting Act (15 U.S.C. 1681f) is amended-
(1) by striking "Notwithstanding" and inserting "(a) DISCLOSURE OF CERTAIN

IDENTIFYING INFORMATION.-Notwithstanding"; and
(2) by adding at the end the following new subsection:

"(b) DISCLOSURES TO THE FBI FOR COUNTERINTELLIGENCE PURPOSES.-

"(1) CONSUMER REPORTS.-Notwithstanding the provisions of section 604, a
consumer reporting agency shall furnish a consumer report to the Federal Bu-
reau of Investigation when presented with a written request for a consumer re-
port, signed by the Director or Deputy Director of the Federal Bureau of Inves-

tigation who certifies compliance with this subsection. The Director or Deputy
Director may make such a certification only if he has determined in writing
that- "(A) such records are necessary for the conduct of an authorized foreign

counterintelligence investigation; and
"(B) there are specific and articulable facts giving reason to believe that

the consumer whose consumer report is sought is a foreign power or an

agent of a foreign power, as defined in section 101 of the Foreign Intel-
ligence Surveillance Act of 1978 (50 U.S.C. 1801).

"(2) IDENTIFYING INFORMATION.-Notwithstanding the provisions of section

604, a consumer reporting agency shall furnish identifying information respect-
ing a consumer, limited to name, address, former addresses, places of employ-
ment, or former places of employment, to the Federal Bureau of Investigation
when presented with a written request, signed by the Director or Deputy Direc-

tor, which certifies compliance with this subsection. The Director or Deputy Di-
rector may make such certification only if the Director or Deputy Director has
determined in writing that-

"(A) such information is necessary to the conduct of an authorized foreign
counterintelligence investigation; and

"(B) there is information giving reason to believe that the consumer has

been, or is about to be, in contact with a foreign power or an agent of a
foreign power, as so defined.

"(3) CONFIDENTIALITY.-No consumer reporting agency or officer, employee, or

agent of such consumer reporting agency may disclose to any person, other than
those officers, employees, or agents of such agency necessary to fulfill the re-

qrement to disclose information to the Federal Bureau of Investigation under
tis subsection, that the Federal Bureau of Investigation has sought or obtained
a consumer report or identifying information respecting any consumer under

paragraph (1) or (2), nor shall such agency, officer, employee, or agent include

in any consumer report any information that would indicate that the Federal
Bureau of Investigation has sought or obtained such a consumer report or iden-
tifying information.

(4) PAYMENT OF FEES.-The Federal Bureau of Investigation may, subject to
the availability of appropriations, pay to the consumer reporting agency assem-

bling or providing credit reports or identifying information in accordance with
this title, a fee for reimbursement for such costs as are reasonably necessary
and which have been directly incurred in searching, reproducing, or transport-
ing books, papers, records, or other data required or requested to be produced
under this subsection.

"(5) LIMIT ON DISSEMINATION.-The Federal Bureau of Investigation may not
disseminate information obtained pursuant to this subsection outside of the
Federal Bureau of Investigation, except to the Department of Justice or as may
be necessary for the conduct of a foreign counterintelligence investigation.

"(6) RULES OF CONSTRUCTION.-Nothing in this subsection shall be construed

to prohibit information from being furnished by the Federal Bureau of Inves-
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tigation pursuant to a subpoena or court order, or in connection with a judicial
or administrative proceeding to enforce the provisions of this Act. Noting in
this subsection shall be construed to authorize or permit the withholding of in-
formation from Congress.

"(7) REPORTS TO CONGRESS.-On an annual basis, the Attorney General of the
United States shall fully inform the Permanent Select Committee on Intel-
ligence of the House of Representatives and the Select Committee on Intel-
ligence of the Senate concerning all requests made pursuant to paragraphs (1)
and (2).

"(8) DAMAGES.-Any agency or department of the United States obtaining or
disclosing credit reports, records, or information contained therein in violation
of this subsection is liable to the consumer to whom such records relate in an
amount equal to the sum of-

"(A) $100, without regard to the volume of records involved;
"(B) any actual damages sustained by the consumer as a result of the dis-

closure;
"(C) if the violation is found to have been willful or intentional, such pu-

nitive damages as a court may allow; and
"(D) in the case of any successful action to enforce liability under this

subsection, the costs of the action, together with reasonable attorney's fees,
as determined by the court.

"(9) GOOD FAITH EXCEPTION.-Any credit reporting agency or agent or em-
ployee thereof making disclosure of credit reports or identifying information
pursuant to this subsection in good faith reliance upon a certificate of the Fed-
eral Bureau of Investigation pursuant to this subsection shall not be liable to
any person for such disclosure under this title, the constitution of any State,
or any law or regulation of any State or any political subdivision of any State.
As used in this subsection, the term 'State' means any State of the United
States, the District of Columbia, the Commonwealth of Puerto Rico, the Trust
Territory of the Pacific Islands, and any territory or possession of the United
States.

"(10) LIMITATION OF REMEDIES.-The remedies set forth in this subsection
shall be the only judicial remedies for violation of this subsection.

"(11) INJUNCTIVE RELIEF.-In addition to any other remedy contained in this
subsection, injunctive relief shall be available to require compliance with the
procedures of this subsection. In the event of any successful action under this
subsection, costs of the action, together with reasonable attorney's fees, as de-
termined by the court, may be recovered.".

SEC. 5. REWARDS FOR INFORMATION CONCERNING ESPIONAGE.
(a) REWARDS.-Section 3071 of title 18, United States Code, is amended-

(1) by inserting "(a)" before "With respect to"; and
(2) by adding at the end the following new subsection:

"(b) With respect to acts of espionage involving or directed at the United States,
the Attorney General may reward any individual who furnishes information-

"(1) leading to the arrest or conviction, in any country, of any individual or
individuals for commission of an act of espionage against the United States;

"(2) leading to the arrest or conviction, in any country, of any individual or
individuals for conspiring or attempting to commit an act of espionage against
the United States; or

"(3) leading to the prevention or frustration of an act of espionage against the
United States.".

(b) DEFINITIONS.-Section 3077 of such title is amended by adding at the end the
following new paragraph:

"(8) 'act of espionage' means an activity that is a violation of-
"(A) section 793, 794, or 798 of title 18, United States Code; or
"(B) section 783(b) of title 50, United States Code.".

(c) CLERICAL AMENDMENTS.-The items relating to chapter 24 in the table of chap-
ters at the beginning of such title, and in the table of chapters at the beginning of
part II of such title, are each amended by adding at the end the following: "and espi-
onage.".
SEC. 6. ESPIONAGE NOT COMMITTED IN ANY DIS'RICT.

(a) IN GENERAL.-Chapter 211 of title 18, United States Code, is amended by in-
serting after section 3238 the following new section:
"§3239. Espionage and related offenses not committed in any district

"The trial for any offense involving a violation of-
"(1) section 793, 794, 798, 952, or 1030(a)(1) of this title,



"(2) section 601 of the National Security Act of 1947 (50 U.S.C. 421), or
"(3) subsection (b) or (c) of section 4 of the Subversive Activities Control Act

of 1950 (50 U.S.C. 783 (b) or (c)), begun or committed upon the high seas or
elsewhere out of the jurisdiction of any particular State or district,

may be in the District of Columbia or in any other district authorized by law.".
(b) CLERICAL AMENDMENT.-The table of sections at the beginning of chapter 211

of such title is amended by inserting after the item relating to section 3238 the fol-
lowing:
"3239. Espionage and related offenses not committed in any district.".

SEC. 7. CRIMINAL FORFEITURE FOR VIOLATION OF CERTAIN ESPIONAGE LAWS.

(a) IN GENERAL.-Section 798 of title 18, United States Code, is amended by add-
in at the end the following new subsections:

'(dXl) Any person convicted of a violation of this section shall forfeit to the United
States irrespective of any provision of State law-

"(A) any property constituting, or derived from, any proceeds the person ob-
tained, directly or indirectly, as the result of such violation; and

"(B) any of the person's property used, or intended to be used, in any manner
or part, to commit, or to facilitate the commission of, such violation.

"(2) The court, in imposing sentence on a defendant for a conviction of a violation
of this section, shall order that the defendant forfeit to the United States all prop-
erty described in paragraph (1).

"(3) Except as provided in paragraph (4), the provisions of subsections (b), (c), and
(e) through (p) of section 413 of the Comprehensive Drug Abuse Prevention and
Control Act of 1970 (21 U.S.C. 853 (b), (c), and (e)-(p)) shall apply to-

"(A) property subject to forfeiture under this subsection;
"(B) any seizure or disposition of such property; and
"(C) any administrative or judicial proceeding in relation to such property if

not inconsistent with this subsection.
"(4) Notwithstanding section 524(c) of title 28, there shall be deposited in the

Crime Victims Fund established under section 1402 of the Victims of Crime Act of
1984 (42 U.S.C. 10601) all amounts from the forfeiture of property under this sub-
section remaining after the payment of expenses for forfeiture and sale authorized
by law.

"(e) As used in subsection (d) of this section, the term 'State' means each of the
several States of the United States, the District of Columbia, the Commonwealth
of Puerto Rico, the Commonwealth of the Northern Mariana Islands, the United
States Virgin Islands, Guam, American Samoa, the Republic of the Marshall Is-
lands, the Federated States of Micronesia, and the Republic of Palau (until such
time as the Compact of Free Association is ratified), and any other possession of the
United States.".

(b) AMENDMENTS FOR CONSISTENCY IN APPLICATION OF FORFEITURE UNDER TITLE
18.-1) Section 793(h)(3) of such title is amended in the matter above subparagraph
(A) by striking out "(o)" each place it appears and inserting in lieu thereof '(p)".

(2) Section 794(d)(3) of such title is amended in the matter above subparagraph
(A) by striking out "(o)" each place it appears and inserting in lieu thereof "(p)".

(c) SUBVERSIVE ACTIVITIES CONTROL ACT.-Section 4 of the Subversive Activities
Control Act of 1950 (50 U.S.C. 783) is amended by adding at the end the following
new subsection:

"(gX1) Any person convicted of a violation of this section shall forfeit to the United
States irrespective of any provision of State law-

"(A) any property constituting, or derived from, any proceeds the person ob-
tained, directly or indirectly, as the result of such violation; and

"(B) any of the person's property used, or intended to be used, in any manner
or part, to commit, or to facilitate the commission of, such violation.

"(2) The court, in imposing sentence on a defendant for a conviction of a violation
of this section, shall order that the defendant forfeit to the United States all prop-
erty described in paragraph (1).

"(3) Except as provided in paragraph (4), the provisions of subsections (b), (c), and
(e) through (p) of section 413 of the Comprehensive Drug Abuse Prevention and
Control Act of 1970 (21 U.S.C. 853 (b), (c), and (e)-(p)) shall apply to-

"(A) property subject to forfeiture under this subsection;
"(B) any seizure or disposition of such property; and
"(C) any administrative or judicial proceeding in relation to such property, if

not inconsistent with this subsection.
"(4) Notwithstanding section 524(c) of title 28, there shall be deposited in the

Crime Victims Fund established under section 1402 of the Victims of Crime Act of
1984 (42 U.S.C. 10601) all amounts from the forfeiture of property under this sub-



section remaining after the payment of expenses for forfeiture and sale authorized
by law.".
SEC. 8. DENIAL OF ANNUITIES OR RETIRED PAY TO PERSONS CONVICTED OF ESPIONAGE IN

.FOREIGN COURTS INVOLVING UNITED STATES INFORMATION.
Section 8312 of title 5, United States Code, is amended by adding at the end

thereof the following new subsection:
"(d) For purposes of subsections (b)(1) and (c)(1), an offense within the meaning

of such subsections is established if the Attorney General certifies to the agency ad-
ministering the annuity or retired pay concerned-

"(1) that an individual subject to this chapter has been convicted by an impar-
tial court of appropriate jurisdiction within a foreign country in circumstances
in which the conduct violates the provisions of law enumerated in subsections
(b)(1) and (c)(1), or would violate such provisions had such conduct taken place
with the United States, and that such conviction is not being appealed or that
final action has been taken on such appeal;

"(2) that such conviction was obtained in accordance with procedures that pro-
vided the defendant due process rights comparable to such rights provided by
the United States Constitution, and such conviction was based upon evidence
which would have been admissible in the courts of the United States; and

"(3) that such conviction occurred after the date of enactment of this sub-
section.".

SEC. 9. PROVIDING A COURT ORDER PROCESS FOR PHYSICAL SEARCHES UNDERTAKEN FOR
FOREIGN INTELLIGENCE PURPOSES.

(a) AMENDMENT OF THE FOREIGN INTELLIGENCE SURVEILLANCE ACT OF 1978.-The
Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. 1801 et seq.) is amended-

(1) by redesignating title III as title IV and section 301 as section 401, respec-
tively;

(2) in section 401 (as redesignated) by inserting "(other than title III)" after
"provisions of this Act"; and

(3) by inserting after title II the following new title:

"TITLE III-PHYSICAL SEARCHES WITHIN THE UNITED STATES FOR
FOREIGN INTELLIGENCE PURPOSES

"AUTHORIZATION OF PHYSICAL SEARCHES FOR FOREIGN INTELLIGENCE PURPOSES

"SEC. 301. (a) Applications for a court order under this title are authorized if the
President has, by written authorization, empowered the Attorney General to ap-
prove applications to the Foreign Intelligence Surveillance Court. Notwithstanding
any other law, a judge of the court to whom application is made may grant an order
in accordance with section 303 approving a physical search in the United States of
the premises, property, information, or material of a foreign power or an agent of
a foreign power for the purpose of collecting foreign intelligence information.

"(b) The Foreign Intelligence Surveillance Court shall have jurisdiction to hear ap-
plications for and grant orders approving a physical search for the purpose of ob-faining foreign intelligence information anywhere within the United States under
the procedures set forth in this title, except that no judge shall hear the same appli-
cation which has been denied previously by another judge designated under section
103(a) of the Act. If any judge so designated denies an application for an order au-
thorizing a physical search under this title, such judge shall provide immediately
for the record a written statement of each reason for his decision and, on motion
of the United States, the record shall be transmitted, under seal, to the court of re-
view established under section 103(b).

"(c) The court of review established under section 103(b) shall have jurisdiction
to review the denial of any application made under this title. If such court deter-
mines that the application was properly denied, the court shall immediately provide
for the record a written statement of each reason for its decision and, on petition
of the United States for a writ of certiorari, the record shall be transmitted under
seal to the Supreme Court, which shall have jurisdiction to review such decision."(d) Judicial proceedings under this title shall be concluded as expeditiously as
possible. The record of proceedings under this title, including applications made and
orders granted, shall be maintained under security measures established by the
Chief Justice of-the United States in consultation with the Attorney General and
the Director of Central Intelligence.



"APPLICATION FOR AN ORDER

"SEc. 302. (a) Each application for an order approving a physical search under
this title shall be made by a Federal officer in writing upon oath or affirmation to
a judge of the Foreign Intelligence Surveillance Court. Each application shall re-
quire the approval of the Attorney General based upon the Attorney General's find-
ing that it satisfies the criteria and requirements for such application as set forth
in this title. Each application shall include-

"(1) the identity of the Federal officer making the application;
"(2) the authority conferred on the Attorney General by the President and the

approval of the Attorney General to make the application;
"(3) the identity, if known, or a description of the target of the search, and

a detailed description of the premises or property to be searched and of the in-
formation, material, or property to be seized, reproduced, or altered;

"(4) a statement of the facts and circumstances relied upon by the applicant
to justify the applicant's belief that-

"(A) the target of the physical search is a foreign power or an agent of
a foreign power;

"(B) the premises or property to be searched contains foreign intelligence
information; and

"(C) the premises or property to be searched is owned, used, possessed
by, or is in transit to or from a foreign power or an agent of a foreign
power;

"(5) a statement of the proposed minimization procedures;
"(6) a statement of the nature of the foreign intelligence sought and the man-

ner in which the physical search is to be conducted;
"(7) a certification or certifications by the Assistant to the President for Na-

tional Security Affairs or an executive branch official or officials designated by
the President from among those executive branch officers employed in the area
of national security or defense and appointed by the President, by and with the
advice and consent of the Senate-

"(A) that the certifying official deems the information sought to be foreign
intelligence information;

"(B) that the purpose of the search is to obtain foreign intelligence infor-
mation;

"(C) that such information cannot reasonably be obtained by normal in-
vestigative techniques;

"(D) that designates the type of foreign intelligence information being
sought according to the categories described in section 101(e); and

"(E) includes a statement explaining the basis for the certifications re-
quired by subparagraphs (C) and (D); and

"(8) a statement of the facts concerning all previous applications that have
been made to any judge under this title involving any of the persons, premises,
or property specified in the application, and the action taken on each previous
application.

"(b) The Attorney General may require any other affidavit or certification from
any other officer in connection with the application.

"(c) The judge may require the applicant to furnish such other information as may
be necessary to make the determinations required by section 303.

"ISSUANCE OF AN ORDER

"SEC. 303. (a) Upon an application made pursuant to section 302, the judge shall
enter an ex parte order as requested or as modified approving the physical search
if the judge finds that-

"(1) the President has authorized the Attorney General to approve applica-
tions for physical searches for foreign intelligence purposes;

"(2) the application has been made by a Federal oicer and approved by the
Attorney General;

"(3) on the basis of the facts submitted by the applicant there is probable
cause to believe that-

"(A) the target of the physical search is a foreign power or an agent of
a foreign power, except that no United States person may be considered an
agent of a foreign power solely upon the basis of activities protected by the
first amendment to the Constitution of the United States;

"(B) the premises or property to be searched is owned, used, possessed
by, or is in transit to or from an agent of a foreign power or a foreign
power, and



"(C) physical search of such premises or property can reasonably be ex-
pected to yield foreign intelligence information which cannot reasonably beobtained by normal investigative means;

"(4) the proposed minimization procedures meet the definition of minimization
contained in this title; and

"(5) the application which has been filed contains all statements and certifi-
cations required by section 302, and, if the target is a United States person, thecertification or certifications are not clearly erroneous on the basis of the state-ment made under section 302(a)(7)(E) and any other information furnishedunder section 302(c).

"(b) An order approving a physical search under this section shall-
"(1) specify-

"(A) the identity, if known, or a description of the target of the physicalsearch;
"(B) the nature and location of each of the premises or property to besearched;
"(C) the type of information, material, or property to be seized, altered,or reproduced;
"(D) a statement of the manner in which the physical search is to be con-

ducted and, whenever more than one physical search is authorized under
the order, the authorized scope of each search and what minimization pro-cedures shall apply to the information acquired by each search; and

"(E) the period of time during which physical searches are approved; and"(2) direct-
"(A) that the minimization procedures be followed;
"(B) that, upon the request of the applicant, a specified landlord, custo-dian, or other specified person furnish the applicant forthwith all informa-

tion, facilities, or assistance necessary to accomplish the physical search insuch a manner as will protect its secrecy and produce a minimum of inter-
ference with the services that such landlord, custodian, or other person isproviding the target of the physical search;

"(C) that such landlord, custodian or other person maintain under secu-rity procedures approved by the Attorney General and the Director of
Central Intelligence any records concerning the search or the aid furnished
that such person wishes to retain;

"(D) that the applicant compensate, at the prevailing rate, such landlord,custodian, or other person for furnishing such aid; and
"(E) that the Federal officer conducting the physical search promptly re-port to the court the circumstances and results of the physical search.

"(cXl) An order issued under this section may approve a physical search for theperiod necessary to achieve its purpose, or for ninety days, whichever is less, exceptthat an order under this section shall approve physical search targeted against aforeign power, as defined in paragraph (1), (2), or (3) of section 101(a), for the periodspecified in the application or for one year, whichever is less.
"(2) Extensions of an order issued under this title may be granted on the samebasis as the original order upon an application for an extension and new findings

made in the same manner as required for the original order, except that an exten-sion of an order under this Act for a physical search targeted against a foreign
power, as defined in section 101(a) (5) or (6), or against a foreign power, as defined
in section 101(a)(4), that is not a United States person, may be for a period not to
exceed one year if the judge finds probable cause to believe that no property of any
individual United States person will be acquired during the period.

'(3) At or before the end of the period of time for which a physical search is ap-
proved by an order or an extension, or at any time after a physical search is carried
out, the judge may assess compliance with the minimization procedures by review-
ing the circumstances under which information concerning United States persons
was acquired, retained, or disseminated.

"(dX1) Notwithstanding any other provision of this title, whenever the Attorney
General reasonably determines that-

"(A) an emergency situation exists with respect to the execution of a physicalsearch to obtain foreign intelligence information before an order authorizing
such search can with due diligence be obtained, and

'(B) the factual basis for issuance of an order under this title to approve sucha search exists,
the Attorney General may authorize the execution of an emergency physical searchif-



"(i) a judge having jurisdiction under section 103 is informed by the Attorney
General or the Attorney General's designee at the time of such authorization
that the decision has been made to execute an emergency search, and

"(ii) an application in accordance with this title is made to that judge as soon
as practicable but not more than 24 hours after the Attorney General authorizes
such search.

"(2) If the Attorney General authorizes an emergency search under paragraph (1),
the Attorney General shall require that the minimization procedures required by
this title for the issuance of a judicial order be followed.

"(3) In the absence of a judicial order approving such a physical search, the search
shall terminate the earlier of-

"(A) the date on which the information sought is obtained;
"(B) the date on which the application for the order is denied; or
"(C) the expiration of 24 hours from the time of authorization by the Attorney

General.
"(4) In the event that such application for approval is denied, or in any other case

where the physical search is terminated and no order is issued approving the
search, no information obtained or .evidence derived from such search shall be re-
ceived in evidence or otherwise disclosed in any trial, hearing, or other proceeding
in or before any court, grand jury, department, office, agency, regulatory body, legis-
lative committee, or other authority of the United States, a State, or political sub-
division thereof, and no information concerning any United States person acquired
from such search shall subsequently be used or disclosed in any other manner by
Federal officers or employees without the consent of such person, except with the
approval of the Attorney General, if the information indicates a threat of death or
serious bodily harm to any person. A denial of the application. made under this sub-
section may be reviewed as provided in section 301.

"(e) Applications made and orders granted under this title shall be retained for
a period of at least 10 years from the date of the application.

"USE OF INFORMATION

"SEC. 304. (a) Information acquired from a physical search conducted pursuant to
this title concerning any United States person may be used and disclosed by Federal
officers and employees without the consent of the United States person only in ac-
cordance with the minimization procedures required by this title. No information ac-
quired from a physical search pursuant to this title may be used or disclosed by
Federal officers or employees except for lawful purposes.

"(b) No information acquired pursuant to this title shall be disclosed for law en-
forcement purposes unless such disclosure is accompanied by a statement that such
information, or any information derived therefrom, may only be used in a criminal
proceeding with the advance authorization of the Attorney General.

"(c) Whenever the United States intends to enter into evidence or otherwise use
or disclose in any trial, hearing, or other proceeding in or before any court, depart-
ment, officer, agency, regulatory body, or other authority of the United States,
against an aggrieved person, any information obtained or derived from a physical
search of the premises or property of that aggrieved person pursuant to the author-
ity of this title, the United States shall, prior to the trial, hearing, or the other pro-
ceeding or at a reasonable time prior to an effort to so disclose or so use that infor-
mation or submit it in evidence, notify the aggrieved person and the court or other
authority in which the information is to be disclosed or used that the United States
intends to so disclose or so use such information.

"(d) Whenever any State or political subdivision thereof intends to enter into evi-
dence or otherwise use or disclose in any trial, hearing, or other proceeding in or
before any court, department, officer, agency, regulatory body, or other authority of
a State or a political subdivision thereof against an aggrieved person any informa-
tion obtained or derived from a physical search of the premises or property of that
aggrieved person pursuant to the authority of this title, the State or political sub-
division thereof shall notify the aggrieved person, the court or other authority in
which the information is to be disclosed or used, and the Attorney General that the
State or political subdivision thereof intends to so disclose or so use such informa-
tion.

"(eX1) Any person against whom evidence obtained or derived from a physical
search to which he is an aggrieved person is to be, or has been, introduced or other-
wise used or disclosed in any trial, hearing, or other proceeding in or before any
court, department, officer, agency, regulatory body, or other authority of the United
States, a State, or a political subdivision thereof, may move to suppress the evidence
obtained or derived from such search on the grounds that-



"(A) the information was unlawfully acquired; or
"(B) the physical search was not made in conformity with an order of author-

ization or approval.
"(2) Such a motion shall be made before the trial, hearing, or other proceeding

unless there was no opportunity to make such a motion or the person was not aware
of the grounds of the motion."(f) Whenever a court or other authority is notified pursuant to subsection (c) or(d), or whenever a motion is made pursuant to subsection (e), or whenever any mo-tion or request is made by an aggrieved person pursuant to any other statute orrule of the United States or any State before any court or other authority of theUnited States or any State to discover or obtain applications or orders or other ma-terials relating to a physical search authorized by this title or to discover, obtain,or suppress evidence or information obtained or derived from a physical search au-thorized by this title, the United States district court or, where the motion is madebefore another authority, the United States district court in the same district as theauthority shall, notwithstanding any other law, if the Attorney General files an affi-davit under oath that disclosure or any adversary hearing would harm the nationalsecurity of the United States, review in camera and ex parte the application, order,and such other materials relating to the physical search as may be necessary to de-termine whether the physical search of the aggrieved person was lawfully author-ized and conducted. In making this determination, the court may disclose to the ag-grieved person, under appropriate security procedures and protective orders, por-
tions of the application, order, or other materials relating to the physical search onlywhere such disclosure is necessary to make an accurate determination of the legal-ity of the physical search.

"(g) If the United States district court pursuant to subsection (f) determines thatthe physical search was not lawfully authorized or conducted, it shall, in accordance
with the requirements of law, suppress the evidence which was unlawfully obtained
or derived from the physical search of the aggrieved person or otherwise grant themotion of the aggrieved person. If the court determines that the physical search waslawfully authorized or conducted, it shall deny the motion of the aggrieved person
except to the extent that due process requires discovery or disclosure.

"(h) Orders granting motions or requests under subsection (g), decisions under
this section that a physical search was not lawfully authorized or conducted, andorders of the United States district court requiring review or granting disclosure ofapplications, orders, or other materials relating to the physical search shall be finalorders and binding upon all courts of the United States and the several States ex-
cept a United States Court of Appeals or the Supreme Court.

"(i) If an emergency execution of a physical search is authorized under section303(d) and a subsequent order approving the search is not obtained, the judge shallcause to be served on any United States person named in the application and on
such other United States persons subject to the search as the judge may determine
in his discretion it is in the interests of justice to serve, notice of-

"(1) the fact of the application;
"(2) the period of the search; and
"(3) the fact that during the period information was or was not obtained.

On an ex parte showing of good cause to the judge, the serving of the notice re-
quired by this subsection may be postponed or suspended for a period not to exceed
90 days. Thereafter, on a further ex parte showing of good cause, the court shall
forego ordering the serving of the notice required under this subsection.

"CONGRESSIONAL OVERSIGHT

"SEC. 305. (a) On a semiannual basis the Attorney General shall fully inform the
Permanent Select Committee on Intelligence of the House of Representatives and
the Select Committee on Intelligence of the Senate concerning all physical searches
conducted pursuant to this title. On an annual basis the Attorney General shall also
provide to those committees a report setting forth with respect to the preceding cal-
endar year-

"(1) the total number of applications made for orders approving physical
searches under this title; and

"(2) the total number of such orders either granted, modified, or denied.
"PENALTIES

"SEC. 306. (a) OFFENSE.-A person is guilty of an offense if he intentionally-
"(1) under color of law for the purpose of obtaining foreign intelligence infor-

mation, executes a physical search within the United States except as author-
ized by statute; or
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"(2) discloses or uses information obtained under color of law by physical
search within the United States, knowing or having reason to know that the
information was obtained through physical search not authorized by statute, for
the purpose of obtaining intelligence information.

"(b) DEFENSE.-It is a defense to a prosecution under subsection (a) that the de-
fendant was a law enforcement or investigative officer engaged in the course of his
official duties and the physical search was authorized by and conducted pursuant
to a search warrant or court order of a court of competent jurisdiction.

"(c) PENALTY.-An offense described in this section is punishable by a fine of not
more than $10,000 or imprisonment for not more than five years, or both.

"(d) JURISDICTION.-There is Federal jurisdiction over an offense under this sec-
tion if the person committing the offense was an officer or employee of the United
States at the time the offense was committed.

"CIVIL LIABILITY

"SEc. 307. CIVIL AcTION.-An aggrieved person, other than a foreign power or an
agent of a foreign power, as defined in section 101 (a) or (bX1)A), respectively, of
this Act, whose premises, property, information, or material has been subjected to
a physical search within the United States or about whom information obtained by
such a physical search has been disclosed or used in violation of section 306 shall
have a cause of action against any person who committed such violation and shall
be entitled to recover-

"(1) actual damages, but not less than liquidated damages of $1,000 or $100
per day for each day of violation, whichever is greater;

"(2) punitive damages; and
"(3) reasonable attorney's fees and other investigative and litigation costs rea-

sonably incurred.

"AUTHORIZATION DURING TIME OF WAR

"SEc. 308. Notwithstanding any other law, the President, through the Attorney
General, may authorize physical searches without a court order under this title to
acquire foreign intelligence information for a period not to exceed 15 calendar days
following a declaration of war by the Congress.

"DEFINITIONS

"SEc. 309. As used in this title:
"(1) The terms 'foreign power', 'agent of a foreign power', 'international terror-

ism', 'sabotage', 'foreign intelligence information', 'Attorney General', 'United
States person', 'United States', person', and 'State' shall have the same mean-
ins as in section 101 of this Act.

(2) 'Aggrieved person' means a person whose premises, property, information,
or material is the target of physical search or any other person whose premises,
property, information, or material was subject to physical search.

"(3) 'Foreign Intelli ence Surveillance Court' means the court established by
section 103(a) of this Act.

"(4) 'Minimization procedures' with respect to physical search, means-
"(A) specific procedures, which shall be adopted by the Attorney General,

that are reasonably designed in light of the purposes and technique of the
particular ph sical search, to minimize the acquisition and retention, and
prohibit the issemination, of nonpublicly available information concerning
unconsenting United States persons consistent with the need of the United
States to obtain, produce, and disseminate foreign intelligence information;

"(B) procedures that require that non-publicly available information,
which is not foreign intelligence information, as defined in section 101(e) (1)
of this Act, shall not be disseminated in a manner that identifies any Unit-
ed States person, without such person's consent, unless such person's iden-
tity is necessary to understand such foreign intelligence information or as-
sess its importance; and

"(C) notwithstanding subparagraphs (A) and (B), procedures that allow
for the retention and dissemination of information that is evidence of a
crime which has been, is being, or is about to be committed and that is to
be retained or disseminated for law enforcement purposes.

"(5) 'Physical search' means any physical intrusion into premises or property
(including examination of the interior of property by technical means) that is
intended to result in a seizure, reproduction, inspection, or alteration of infor-
mation, material, or property, under circumstances in which a person has a rea-
sonable expectation of privacy and a warrant would be required for law enforce-



ment purposes, but does not include 'electronic surveillance', as defined in sec-tion 101(f) of this Act.".
(b) CLERICAL AMENDMENT.-The table of contents for the Foreign Intelligence Sur-

veillance Act of 1978 is amended by striking the items relating to title III and in-serting the following:

"TITLE III-PHYSICAL SEARCHES WITHIN THE UNITED STATES FOR FOREIGN INTELLIGENCEPURPOSES
"Sec. 301. Authorization of physical searches for foreign intelligence purposes.
"Sec. 302. Application for an order.
"Sec. 303. Issuance of an order.
"Sec. 304. Use of information.
"Sec. 305. Congressional oversight.
"Sec. 306. Penalties.
"Sec. 307. Civil liability.
"Sec. 308. Authorization during time of war.
"Sec. 309. Definitions.

"TITLE IV-EFFECTIVE DATE
"Sec. 401. Effective Date.".

(c) EFFECTIVE DATE.-The amendments made by subsections (a) and (b) shall take
effect 90 days after the date of enactment of this Act, except that any physical
search approved by the Attorney General to gather foreign intelligence information
shah: not be deemed unlawful for failure to follow the procedures of title III of theForeign Intelligence Surveillance Act of 1978 (as added by this Act), if that searchis conducted within 180 days after the date of enactment of this Act pursuant toregulations issued by the Attorney General, which were in the possession of the Se-lect Committee on Intelligence of the Senate and the Permanent Select Committee
on Intelligence of the House of Representatives before the date of enactment of thisAct.
SEC. 10. LESSER CRIMINAL OFFENSE FOR UNAUTHORIZED REMOVAL OF CLASSIFIED DOCU-

MENTS.

(a) IN GENERAL.-Chapter 93 of title 18, United States Code, is amended by add-
ing at the end the following new section:
"§1924. Unauthorized removal and retention of classified documents or ma-

terial
"(a) IN GENERAL.-Whoever, being an officer, employee, contractor, or consultant

of the United States, and, by virtue of his office, employment, position, or contract,
becomes possessed of documents or materials containing classified information ofthe United States, knowingly removes such documents or materials without author-
ity and with the intent to retain such documents or materials at an unauthorized
location shall be fined not more than $1,000, or imprisoned for not more than 1year, or both.

"(b) DEFINITION.-In this section, the term 'classified information of the United
States' means information originated, owned, or possessed by the United States
Government concerning the national defense or foreign relations of the United
States that has been determined pursuant to law or Executive order to require pro-tection against unauthorized disclosure in the interests of national security.".

(b) CLERICAL AMENDMENT.-The table of sections at the beginning of such chapter
is amended by adding at the end the following:
"1924. Unauthorized removal and retention of classified documents or material.".

BACKGROUND OF THE LEGISLATION

Prior actions of the committee
Since its creation in 1976, the Select Committee on Intelligence

(SSCI) has made the problem of espionage a focus of its interest.
Both through its annual actions on the foreign counterintelligence
budgets of the CIA, the FBI, and the DOD, and in legislation, the
Committee has attempted to strengthen the ability of the Govern-
ment to deal with this seemingly intractable problem.

The Committee was instrumental in the development and pas-
sage of the Foreign Intelligence Surveillance Act of 1978 which es-
tablished a new court to hear applications and grant orders author-
izing electronic surveillances for foreign intelligence and counter-



intelligence purposes. Not only did this legislation provide protec-
tion to the civil liberties of those involved-subjecting such activi-
ties to court review-it also provided clear statutory authority for
the Government to engage in such activity, thereby enhancing its
use for counterintelligence purposes.

In 1978, the Committee also authorized the FBI to undertake
certain undercover operations as part of its counterintelligence ef-
forts.

In 1979, the Committee began to require reports from the Execu-
tive branch with respect to foreign nationals who were admitted
into the United States over the objections of counterintelligence
agencies who were concerned that such persons posed counterintel-
ligence threats.

In 1982, the Committee took a leading role in the development
of the Foreign Missions Act, establishing the Office of Foreign Mis-
sions at the Department of State, to regulate the activities of for-
eign missions within the United States consistent with the controls
and limitations placed upon U.S. missions abroad.

In 1984, the Committee began requiring reports from the Execu-
tive branch with respect to the numbers, privileges, immunities,
and travel restrictions of diplomatic personnel within the United
States whose countries were known to be engaged in intelligence
activities against the United States.

1985 witnessed numerous spy cases including the Walker-Whit-
worth spy ring, Jonathan Pollard, Ronald Pelton, and Edward Lee
Howard. After these cases were made public, formal agreements
between the CIA and the FBI were concluded, ostensibly to im-
prove cooperation between the two agencies on CI and security
matters.

In 1986, in the wake of the "Year of the Spy," the Committee is-
sued a voluminous report entitled "Meeting the Espionage Chal-
lenge" (S. Rept. 99-522, 99th Cong. 2d Sess.), which was a com-
prehensive review of all U.S. counterintelligence and security pro-
grams. In all, the report contained 95 recommendations for action
by the Congress and the Executive branch to improve the U.S.
counterintelligence and security posture. Concurrent with the prep-
aration of the Committee's 1986 report, Congress directed the
President to undertake an Executive branch review of the same
area, which resulted in an extensive classified report to the Com-
mittee which detailed the President's views on dealing with the es-
pionage problem and on the Committee's recommendations.

In the same year, in its action on the FY 1987 Intelligence Au-
thorization bill, the Committee provided authority to the FBI to ob-
tain copies of financial records of persons suspected of being agents
of foreign powers. During the same year, the Committee was in-
strumental in development of additional legislation authorizing the
FBI to obtain telephone toll records of persons suspected of being
agents of foreign powers based upon the certification of the Direc-
tor.

In 1987, the Committee, in its action on the 1988 Intelligence
Authorization bill, established a policy of substantial equivalence in
terms of the numbers of Soviet diplomats allowed in the United
States and the number of U.S. diplomats permitted in the Soviet



Union, and required reports of changes in the established person-
nel levels.

In late 1989, at the request of the Committee leadership, a panel
of unpaid consultants was assembled by businessman Eli Jacobs to
examine the desirability of further statutory changes to improve
the ability of government to cope with espionage. Consisting of Ad-
miral Bobby R. Inman, former Director of the National Security
Agency and Deputy Director of Central Intelligence; Lloyd Cutler,Counsel to President Carter; A.B. Culvahouse, Counsel to Presi-
dent Reagan; Warren Christopher, former UnderSecretary of State
and Deputy Attorney General; Sol Linowitz, former Ambassador to
the Organization of American States; Richard Helms, former Direc-
tor of Central Intelligence and Ambassador to Iran; Seymour
Weiss, former Ambassador and currently Chairman of the Defense
Policy Board; and Harold Edgar, professor of law at Columbia Uni-
versity and a recognized authority on espionage laws, the panel
produced a lengthy -report recommending thirteen statutory
changes, to include:

Uniform security requirements for everyone with access to
TOP SECRET information. These requirements included ob-
taining an employee's consent permitting the government ac-
cess to their financial, credit, and travel records while the TOP
SECRET clearance was in effect and for 5 years thereafter;

An amendment to the Right to Financial Privacy Act to per-
mit employees with TOP SECRET clearances to consent to
having the Government gain access to their financial records
(i.e., primarily bank account records). Under existing law, such
consent could only be provided every three months and was
revocable by the employee;

All government employees with routine access to codes and
coding/decoding equipment be subject to a polygraph examina-
tion limited to counterintelligence questions;

The NSA Director have authority to provide assistance to
problem employees who were terminated from their jobs to pre-
clude a security problem from developing;

A new federal criminal offense for the mere possession of "es-
pionage devices" whether or not the government could prove
the passage of classified information to a foreign agent;

A new federal criminal offense for any government employee
who sold material marked as TOP SECRET to a foreign gov-
ernment without the Government having to prove in court that
the material was properly classified as TOP SECRET;

A new misdemeanor offense for anyone who removed TOP
SECRET documents to an unauthorized location (regardless of
whether they were also disclosed to an unauthorized person);

Extension of the "Son of Sam" statute providing for the for-
feiture of profits derived from certain crimes to several espio-
nage statutes not otherwise included in the existing statute;

Amendment of the federal retirement statute to deny annu-
ities or retired pay to U.S. employees who had been convicted
of espionage involving U.S. information in foreign courts;

New authority for the FBI to obtain consumer credit reports
in counterintelligence investigations;



The FBI be granted authority to obtain certain telephone
subscriber information in counterintelligence cases;

Providing authority to the Attorney General to provide re-
wards for information leading to espionage arrests; and

Amendment of the Foreign Intelligence Surveillance Act
(FISA) to require court orders for physical searches for intel-
ligence purposes.

The Jacobs panel presented their recommendations to the Com-
mittee in a public hearing on May 23, 1990. On June 13, 1990,
Senators Boren and Cohen introduced a bill, S. 2726, incorporating
the recommendations made by the Jacobs panel without sub-
stantive change.

On July 12, 1990, the Committee held a public hearing on S.
2726, receiving testimony from Administration witnesses, the
ACLU, and private witnesses. On the basis of the hearing and en-
suing consultations with the Executive branch, a revised bill was
prepared and introduced by Senators Boren and Cohen on October
26, 1990 as S. 3251. The bill, however, was not reported out of
Committee prior to the sine die adjournment of the 101st Congress.

The Boren-Cohen bill was reintroduced with amendments in Jan-
uary, 1991 as S. 394, but again was not reported out by the Com-
mittee.

Two of the Jacobs panel recommendations were subsequently en-
acted in modified form in later legislation. The recommendation
pertaining to the NSA Director's authority to provide after-employ-
ment assistance was enacted as part of the Intelligence Authoriza-
tion Act for Fiscal Year 1990, and the recommendation pertaining
to the FBI's access to certain telephone subscriber information was
enacted as separate legislation in 1993.

There was no further consideration of the remaining rec-
ommendations until 1994.

The Ames case: 1994
On February 21, 1994, agents from the FBI's Washington Metro-

politan Field Office (WMFO) arrested CIA employee Aldrich Hazen
("Rick") Ames and his wife Maria Del Rosario Casas Ames on
charges of having committed espionage, first for the Soviet Union
beginning in 1985, and later for Russia, continuing until the time
of their arrest. It was clear, given Ames's 31-year career in the Di-
rectorate of Operations and the highly sensitive information to
which he had access during this period, that this case was an ex-
tremely serious breach of security, perhaps the most serious ever
experienced by the CIA.

At the time of the Ameses' arrest, it was reported that Ames had
paid $540,000 in cash for his home in Arlington, Virginia, in 1989,
and that he drove a new Jaguar automobile, apparently without
arousing suspicion.

On February 23, 1994, SSCI Chairman DeConcini and Vice
Chairman Warner sent a letter to the CIA Inspector General ex-
pressing concern with the apparent security deficiencies at the CIA
and noting that while "* * * we recognize the need to refrain from
investigative actions which would complicate or interfere with the
ongoing criminal investigation, we strongly believe that an Inspec-
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tor General inquiry is needed to address these concerns." Such an
inquiry was instituted several days later.

In the weeks that followed, the Committee held a series of closed
hearings to determine how Ames had been able to avoid detection
for such a long period. While the Committee refrained from calling
witnesses who might be called during the criminal trial and other-
wise sought to avoid testimony on topics which might become is-
sues of proof at trial, it explored the effectiveness of CIA security
policies and procedures, examined the conduct of the counterintel-
ligence investigation which eventually identified Ames,s and con-
ducted a review of Ames's polygraph examinations.

On April 28, 1994, Aldrich Ames and his wife Rosario pled guilty
to charges of conspiracy to commit espionage and tax fraud. At the
time the pleas were entered, a "Statement of Facts," agreed to by
Ames, was filed with the court which among other things acknowl-
edged that Ames had begun spying for the Soviet Union in April,
1985, and that he had since been paid over $2.5 million.

The indictment filed the same day charged that since 1985 Ames
had provided to the KGB information about CIA's operations in the
Soviet Union, including the names of human sources in the Soviet
Union who were secretly cooperating with the CIA. (Virtually all
of these individuals were reportedly executed or incarcerated.) He
also provided the names of "double agents" under the control of
U.S. intelligence, whom the Soviet Union had believed they were
controlling. In addition, Ames provided a substantial amount of in-
formation regarding the CIA and other intelligence agencies, in-
cluding information regarding their budgets, personnel, strategy,
and organization. Specific evidence was also developed showing
that Ames had passed 10 TOP SECRET documents, including one
which related to U.S. capabilities to detect Russian nuclear sub-
marnes.

Ames was sentenced to life imprisonment without parole, to un-
dergo extensive debriefings about his espionage activities, and to
forfeit all his proceeds of espionage (e.g., foreign and domestic bank
accounts, his home in Arlington, Virginia, automobiles and pen-
sion). The plea agreement also requires him to assign to the United
States the proceeds of any book, movie, or interview contract he
might sign. The agreement also provides that the Government may
seek release from its obligations under the plea agreement with
Ames or his wife if Ames does not fulfill his obligations under the
plea agreement, primarily by cooperating in the debriefings.

Rosario Ames is scheduled to be sentenced on August 26 of this
year. But the Government and her attorneys agreed to recommend
to the court that she be sentenced to between 63 months and 72
months in prison without parole. She also agreed to a complete de-
briefing, complete forfeiture of assets and assignment of proceeds,
like her husband.

The Committee's inquiry into the Ames case is far from complete.
Additional hearings are contemplated, and the results of the CIA
Inspector General investigation must be considered and evaluated.
The results of the Government's debriefings of the Ameses must
also be taken into account. It is the intention of the Committee to
issue a comprehensive public report on its inquiry before the end
of the 103rd Congress.



Action in the 103rd Congress
The Ames case served as a considerable impetus for new legisla-

tion. Six bills to improve the counterintelligence posture of the
United States were introduced in the Senate alone following the ar-
rest of the Ameses: S. 1866 by Senator Metzenbaum; S. 1869 by
Senators Cohen and Boren; S. 1890 by Senator Heflin; S. 1948 by
Senators DeConcini and Warner; S. 2056 by Senators DeConcini
and Warner (at the request of the Administration); and S. 2063 by
Senator Gorton. All of these bills were the subject of a public hear-
ing held by the Committee on May 3, 1994.

Testifying were former SSCI Chairman and Vice Chairman, Sen-
ators Boren and Cohen; Deputy Attorney General Jamie Gorelick;
Director of Central Intelligence R. James Woolsey; Director of the
Federal Bureau of Investigation, Louis J. Freeh; Robert Kohler,
Vice President, TRW Aeronautics and Space Surveillance Group;
Kate Martin, Director for National Security Studies, American
Civil Liberties Union; and David -Whipple, Executive Director, As-
sociation for Former Intelligence Officers.

Following the public hearing on May 3rd, the Committee held a
series of discussions with representatives of the Administration in-
volving possible amendments to the Administration proposal.
Agreement in principle was reached on several amendments, which
were offered and approved at the Committee's markup on May 24,
1994. Two additional amendments offered by members of the Com-
mittee were also approved. The bill, as amended, is explained in
what follows.

RATIONALE FOR S. 2056, AS AMENDED

General
S. 2056, as amended by the Committee, contains nine separate

substantive provisions, which fall generally into three categories:
strengthening security requirements for government employees
with access to classified information; improvements with respect to
the conduct of counterintelligence investigations; and improve-
ments in the laws pertaining to the prosecution of espionage. The
background and rationale for each selection are explained below.

In general, the Committee sought to identify measures that
would have practical utility with respect to deterring, detecting,
and prosecuting espionage but would not constitute unreasonable
intrusions into the privacy of the American people, including fed-
eral employees. In making its assessment, the Committee consid-
ered and ultimately rejected several proposals pending before the
Committee on the grounds that their perceived value for counter-
intelligence purposes was seen as insufficient to overcome the civil
liberties concerns which had been raised with the Committee.

Although the bill does contemplate new requirements on federal
employees with access to classified information to provide access to
certain personal data, the Committee believes that such persons
should be prepared to yield a measure of their personal privacy to
the Government. After all, the Government is entrusting them with
information whose disclosure could have serious repercussions for
the United States and for persons who cooperate with the United
States.



The Committee does not anticipate that the enactment of
S. 2056, as amended, will spell the end of espionage. Espionage
has posed a threat to the United States since the early days of the
Republic, and no law is apt to change this. The Committee does be-
lieve, however, that the enactment of S. 2056 will significantly as-
sist the Government in coping with this intractable problem by pro-
viding greater deterrence to those who might contemplate betray-
ing their country, by improving the government's ability to detect
such activity once it occurs, and by facilitating the prosecution of
such conduct and punishing it appropriately once detected.

The United States should have in place an optimal statutory
framework to deal with this problem. If there are improvements
that can be made consistent with the rights and values shared by
all Americans, Congress should enact them. S. 2056, as amended,
provides such an opportunity.
Section 2: Access to classified information

Section 2 of the bill requires that the President within 180 days
of enactment issue regulations to govern access to classified infor-
mation binding upon all elements of the Executive branch.

There is currently no law or Executive order which establishes
minimum uniform requirements for the federal government as a
whole. The Director of Central Intelligence is charged by law with
the protection of intelligence sources and methods, and, pursuant
to this authority, establishes government-wide standards for access
to Sensitive Compartmented Information (i.e. information revealing
intelligence sources or methods). But requirements for ordinary se-
curity clearances and background investigations, as well as the
standards and procedures for granting such clearances, are left
largely to departmental and agency regulation. In practice, they
vary substantially.

These disparities were explored at length in extensive hearings
before the Permanent Subcommittee on Investigations of the Sen-
ate Governmental Affairs Committee held in 1985 (see Hearings
before the Permanent Subcommittee on Investigations of the Com-
mittee on Governmental Affairs, "Federal Government Security
Clearance Programs", 99th Cong., 1st Sess.), which resulted in the
subcommittee recommending that the President issue an Executive
order which would establish uniform policy in this area for the Ex-
ecutive branch as a whole.

This Committee, after an extensive review of federal personnel
security programs in its 1986 report on "Meeting the Espionage
Challenge," reached the same conclusion.

Indeed, both the Reagan and Bush Administrations attempted to
develop uniform policy governing access to classified information.
Due largely to bureaucratic concerns for preserving agency preroga-
tives, however, these efforts failed to produce the desired policy.

Meanwhile, the absence of uniform minimum requirements for
access to classified information remains a problem. Security clear-
ances are awarded on the basis of investigative requirements and
adjudicative standards that can differ from agency to agency. Simi-
larly, persons who are denied clearances by one agency may be en-
titled to certain due process rights which they would not be enti-
tled to at other agencies.



What is required of persons as a condition of access to classified
information itself needs thorough review. It appears to the Com-
mittee that much of the government's investigative effort is spent
gathering information with little or no consequence to national se-
curity concerns, while information which potentially could be the
most helpful in identifying security problems is not collected. For

example, relatively little information of a financial nature, or infor-
mation regarding foreign travel, which may be the most likely to
provide an indication of espionage or the vulnerability to espionage,
is now required of cleared federal employees in any agency.

The Committee was sensitive to the concerns expressed by the
Executive with regard to legislating such requirements. Given the
need to allow for the needs of various departments and agencies,
and the need to leave sufficient flexibility in the administration of
the personnel security system, the Committee opted to require the
President to issue procedures which address the principal short-
comings perceived with the current system, rather than legislating
such requirements.

In addition to mandating Executive regulations coverning access
to classified information, section 2 of the bill also provides proce-
dures to govern requests by authorized investigative agencies of the
federal government to request certain financial and travel records
of cleared federal employees who have previously provided written
consent to the government permitting such access.

In general, the bill provides specific criteria under which access

may be sought and requires a written determination of a senior of-
ficial of the employing agency certifying that the requirements of
the statute have been met.

Once the request is made, the recipient of the request-whether
a governmental or private entity-is prohibited from disclosing that
such a request was made to other persons.

This provision is needed in order to obtain the cooperation of the

private institutions involved as well as to preclude them from di-

vulging such information to others (including the subject of the re-

quest). It is also needed because, in some cases, the government's
access to such records (even based upon consent of the subject) is
restricted by other laws. For example, under the Right to Financial
Privacy Act of 1978, a government agency may obtain access to
bank accounts, credit card accounts, mortgage accounts, etc., based
the consent of the individual concerned, but the Act limits the pe-
riod for which such consent may be provided to a period of 90 days
and such consent may be revoked.

The Committee believes that the requirement for written con-

sent, the criteria governing requests for access, and the certifi-
cation required of a senior official of the employing agency con-
stitute adequate safeguards against misuse of this authority.

Section 3: Coordination of counterintelligence activities

Section 3 of the bill establishes a national-level mechanism for
the development of policy and resolution of conflicts involving U.S.
counterintelligence activities and establishes procedures to ensure
that such activities are appropriately coordinated by affected de-

partments and agencies with the Federal Bureau of Investigation.



In the course of the Committee's review of the Ames investiga-
tion, it became apparent that there were serious shortcomings in
the existing framework and coordination process.

The existing bureaucratic mechanisms for resolving problems be-
tween agencies-the Advisory Group for Counterintelligence (AG/
CI)-was organizationally placed under the Director of Central In-
telligence, who was often not in a position to act as disinterested
arbiter, and was too large a mechanism to discuss extremely sen-
sitive cases. Thus, where conflict resolution was concerned, the AG/
CI was not structured to function effectively.

The Committee also found that counterintelligence matters had
often not been effectively coordinated between the CIA and the
FBI, which has the principal responsibility under Executive Order
12333 for counterintelligence activities undertaken within the
United States, and, pursuant to section 603 of the Intelligence Au-
thorization Act for Fiscal Year 1990, for espionage investigations
undertaken at U.S. diplomatic establishments abroad. Conversely,
the Committee found indications that the FBI had not always co-
ordinated counterintelligence activities undertaken abroad with the
Central Intelligence Agency, as required by Executive Order 12333.

The failure to coordinate such matters effectively has in some
cases resulted in the inability of the Government to prosecute pos-
sible criminal violations; or in considerable delay in the investiga-
tion and arrest of subsequently-convicted spies; and in some cases
appears to have harmed the relationship of U.S. agencies with for-
eign liaison services.

Moreover, the Committee found that the coordination problems
between the CIA and the FBI evident in the recent past are, in
fact, longstanding problems which have proven immutable of solu-
tion by the Executive branch.

In October, 1986, the Committee issued a report entitled "Meet-
ing the Espionage Challenge: A Review of United States Counter-
intelligence and Security Programs," which, among other things,
highlighted the need, in the wake of the Howard and Pollard cases,
in particular, for improving coordination with the FBI:

In the Edward Lee Howard case, CIA security officials
failed to alert and involve the FBI in a timely fashion. The
CIA has taken steps recently to guard against a recurrence
of this problem. The FBI should continue to work closely
with security officials of all FBI Government agencies to
ensure they understand its requirements and guide-
lines. * * * The lessons of the Howard and Pollard cases
should be extended to all departments and agencies that
handle highly sensitive information. Interagency proce-
dures for reporting suspicious conduct to the FBI should be
strengthened. * * * The decision as to whether the cir-
cumstances justify investigation in varying degrees should
be made by the FBI, in light of its counterintelligence ex-
perience, not by the employing agency.

In 1988, responding to the express direction of President Reagan
to "fix" the coordination problems evident in the Howard case, the
FBI and CIA negotiated a new Memorandum of Understanding to
govern the CIA's reporting of counterintelligence information to the



FBI. Although the text of the memorandum remains classified, the
Committee finds the criteria for reporting counterintelligence mat-
ters to the FBI reasonably clear. They appear broad and encom-
passing.

Yet, despite this agreement-which remains in force today-co-
ordination difficulties have continued. In the Ames case, it was not
until 1991, five years after the CIA realized that it had a serious
and unresolved security problem, that it formed a joint task force
with the FBI to deal with it. Relevant information bearing upon
Ames in particular appears not to have been turned over to the
FBI until considerably later.

Given the lack of success of previous non-legislative attempts to
minimize or eliminate those problems, a provision (section 807) was
added to S. 1948, introduced by Senators DeConcini and Warner,
which gave the FBI "overall responsibility for the conduct of coun-
terintelligence and law enforcement investigations" involving per-
sons in particularly sensitive positions, as explained elsewhere in
the bill.

At the public hearing held by the Committee on May 3, 1994, Ad-
ministration witnesses objected strenuously to the proposed lan-
guage. While both the Director of Central Intelligence and the Di-
rector of the FBI conceded that coordination between the two agen-
cies has been and remained "a problem," they objected to the lan-
guage as giving the FBI Director too much control in the counter-
intelligence area to the detriment of other interests, principally the
DCI's foreign intelligence-gathering function.

The Administration witnesses instead urged the Committee to
rely upon a new bureaucratic arrangement, approved by President
Clinton the morning of the public hearing as Presidential Decision
Directive (PDD) 24, to ensure that appropriate coordination took
place. Under the PDD-

A National Counterintelligence Policy Board was established
to report to the President through the Assistant to the Presi-
dent for National Security Affairs. The Board would be chaired
alternately for two-year periods by representatives of the CIA,
FBI, and Department of Defense, as designated by the Director
of Central Intelligence. The Board would be principally respon-
sible for developing policy recommendations for the President
and resolving conflicts between agencies;

The existing DCI Counterintelligence Center was split into
two parts: one part would become the National Counterintel-
ligence Center, to serve as the interagency forum for national-
level CI activities, e.g., threat assessments or security evalua-
tions of diplomatic establishments; and the other would become
the CIA Counterintelligence Center, responsible for providing
counterintelligence support to the CIA and to execute the CIA
Director's responsibilities for coordinating counterintelligence
activities outside the United States; and, finally,

The Chief of the Counterespionage Group within the CIA
Counterintelligence Center would be permanently staffed by a
senior FBI official; and, conversely, CIA counterintelligence of-
ficers would be assigned to FBI headquarters and field ele-
ments involved in counterintelligence work.



It was this latter arrangement-making a senior FBI official
chief of the CIA's counterespionage group-which Administration
witnesses told the oversight committees was key to resolving the
coordination problem:

DIRECTOR OF CENTRAL INTELLIGENCE WOOLSEY

The key thing from the point of view of the hand-off [co-
ordination with the FBI] is that the Chief in the Center of
the CIA that does counterespionage will be permanently
staffed * * * by a senior executive from the FBI * * *.
[The counterespionage group] is the focal point within the
CIA for managing research and investigation of all coun-
terintelligence leads. This is where all leads come to,
whether they come from our own espionage overseas, or
from defectors, or from liaison work with foreign intel-
ligence services, or from technical operations, or from vol-
unteers * * *. [W]hether it is from a polygraph of a CIA
employee, a foreign intelligence agent's report about what
may be known in some foreign country that could have
come from a leak in our own government-as soon as it
appears to have any counterespionage implications, I can't
conceive of any lead like that that does not come to the
counterespionage group.

[Before the SSCI, 5/3/94]

DEPUTY ATTORNEY GENERAL GORELICK

What that [the FBI official heading the counterespionage
group at CIA] means is that all leads, all evidence that
comes into the CIA for investigation will be directed to,
handled by, a group headed by the FBI * * *. The pur-
pose here is to move the FBI into a position where it can
follow up on all leads, all relevant leads.

[Before the House Permanent Select Committee on Intelligence, 5/
4/94]

The Committee believes these new bureaucratic arrangements
should, as a practical matter, help to resolve the coordination prob-
lem which has long existed between the two agencies. At the same
time, the Committee believes, given the failure of previous efforts
by the Executive branch to cope with the problem, that legislation
to complement the Administration's initiatives is necessary and de-
sirable.

Accordingly, in its action on S. 2056, the Administration bill, the
Committee added a new section 3 which deals with the coordina-
tion of counterintelligence activities.

This section would create a new National Counterintelligence
Policy Board, chaired by the Attorney General, to provide a focus
for the development of policy in the counterintelligence area and to
resolve disputes between agencies. While the Board is similar to
that recently created by presidential directive, the Committee be-
lieves that the two-year rotational chairmanship of the board cre-
ated under the directive would necessarily limit its effectiveness.
The Committee also believes that a permanent chair would provide



better leadership and continuity, and that, in view of the Attorney
General's responsibility for the enforcement of espionage and crimi-
nal statutes and for the largest and predominant counterintel-
ligence agency-the FBI-that this cabinet officer is best positioned
to bear this responsibility. The Committee expects the Attorney
General, in performing this function, to take a broader view than
that of any one investigative agency, including the FBI.

Section 3 also would establish a clear policy to ensure that de-
partments and agencies within the Executive branch advise the
FBI immediately when information indicating a counterintelligence
problem comes to their attention, and consult with the FBI with re-
spect to follow-on actions. In the view of the Committee, this man-
date is entirely consistent with what Administration witnesses
have testified are the objectives of the new bureaucratic arrange-
ments. With continuing oversight by the intelligence committees,
the Committee believes combining the Administration's new coun-
terintelligence structure with the statutory mandate contained in
section 3 offers the best chance to resolve this intractable problem.

In mandating coordination with the FBI, the intent of the Com-
mittee is not to suggest that the investigative interest in these situ-
ations will always predominate. That will depend upon the particu-
lar circumstances involved. The intent of section 3 is to ensure that
departments and agencies do not unilaterally take actions, in the
interests of preserving the identity of a source or in the interests
of limiting damage to their own operations, which would delay,
hamper, or preclude a potential criminal prosecution.

Section 4: Disclosure of consumer credit reports for counterintel-
ligence purposes

Section 4 would amend section 608 of the Fair Credit Reporting
Act (15 U.S.C. 1681f) to grant the Federal Bureau of Investigation
(FBI) access to consumer credit records in counterintelligence in-
vestigations.

This provision would provide a limited expansion of the FBI's au-
thority in counterintelligence investigations (including terrorism in-
vestigations) to use a "National Security Letter," i.e., a written cer-
tification by the FBI Director or the Deputy Director, to obtain in-
formation without a court order. FBI presently has authority to use
the National Security Letter mechanism to obtain two types of
records: financial institution records (under the Right to Financial
Privacy Act, 12 U.S.C. 3414(a)(5)); and telephone subscriber and
toll billing information (under the Electronic Communications Pri-
vacy Act, 18 U.S.C. 2709). Expansion of this extraordinary author-
ity is not taken lightly by the Committee, but the Committee has
concluded that in this instance the need is genuine, the threshold
for use is sufficiently rigorous, and, given the safeguards built in
to the legislation, the threat to privacy is minimized.

Under the provision of the Right to Financial Privacy Act (RFPA)
cited above, the FBI is entitled to obtain financial records from fi-
nancial institutions, such as banks and credit card companies, by
means of a National Security Letter when the Director or the Di-
rector's designee certifies in writing to the financial institution that
such records are sought for foreign counterintelligence purposes
and that there are specific and articulable facts giving reason to be-
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lieve that the customer or entity whose records are sought is a for-
eign power or an agent of a foreign power, as those terms are de-
fined in section 101 of the Foreign Intelligence Surveillance Act of
1978 (50 U.S.C. 1801 et seq.).

The FBI 'considers such access to financial records crucial to
trace the activities of suspected spies or terrorists. The need to fol-
low financial dealings in counterintelligence investigations has
grown as foreign intelligence services increasingly operate under
non-official cover, i.e., pose as business entities or executives, and
as foreign intelligence service activity has relied increasingly upon
economic incentives to U.S. agents.

The FBI's right of access under the Right to Financial Privacy
Act cannot be effectively used, however, until the FBI discovers
which financial institutions are being utilized by the subject of a
counterintelligence investigation. Consumer reports maintained by
credit bureaus are a ready source of such information, but, al-
though such reports are readily available to the private sector, they
are not available to FBI counterintelligence investigators. Under
the existing section 608 of the Fair Credit Reporting Act (FCRA),
without a court order, FBI counterintelligence officials, like other
government agencies, are entitled to obtain only limited informa-
tion from credit reporting agencies-the name, address, former ad-
dresses, places of employment, and former places of employment of
a person-and this information can be obtained only with the con-
sent of the credit bureau.

When appropriate legal standards are met, the FBI is able to ob-
tain broader and mandatory access to credit records by means of
a court order or grand jury subpoena (see the FCRA, 15 U.S.C.
1681b(1)), but such an option is available to the FBI only after a
counterintelligence investigation has been formally converted to a
criminal investigation or proceeding. Many counterintelligence in-
vestigations never reach the criminal stage but proceed for intel-
ligence purposes or are handled in diplomatic channels.

The FBI has made a specific showing to the Committee that the
effort to identify financial institutions in order to make use of FBI
authority under the Right to Financial Privacy Act can not only be
time-consuming and resource-intensive, but can also require the
use of investigative techniques-such as physical and electronic
surveillance, review of mail covers, and canvassing of all banks in
an area-that would appear to be more intrusive than the review
of credit reports. The FBI has offered a number of specific exam-
ples in which lengthy, intensive and intrusive surveillance activity
was required to identify financial institutions doing business with
a suspected spy or terrorist.

FBI officials have informed the Committee that the FBI's only in-
terest in the credit reports is to identify relevant financial institu-
tions so that it may make use of its authority under the Right to
Financial Privacy Act. The provision adopted by the Committee is
intended to limit FBI access and use of its authority to that access
and use required to fulfill this interest. This should alleviate any
concern that the FBI might rely upon inaccurate information in a
credit report regarding a person's financial status.



Section 5: Rewards for information concerning espionage

Existing law (18 U.S.C. 3071 et seq.) permits the Attorney Gen-
eral to pay rewards of up to $500,000 for information leading to the
arrest or conviction of persons who commit acts of terrorism
against the United States, or for information which enables the
Government to frustrate such acts. Government officials are not eli-
gible for such rewards, and provision is made for the identity of re-
cipients to be kept confidential if they wish.

The Committee believes that this discretionary authority should
be extended to the area of espionage, to grant the Attorney General
similar authority to pay rewards. The family members, former
spouses, or associates of those engaged in espionage are frequently
the first to become aware of, or to suspect, such activities. Such
persons may be more apt to come forward if the Government is in
a position to pay rewards for such information and if such persons
can be guaranteed anonymity. Given the extraordinary costs to the
Government of serious espionage cases, the Committee believes
that providing discretion to the Attorney General to pay rewards
up to $500,000 for information leading to espionage arrests is justi-
fied.

Section 6. Espionage not committed in any district

Section 6 would give the U.S. District Court for the District of
Columbia and other federal district courts authorized by law juris-
diction over trials of offenses involving violations of U.S. espionage
statutes and related statutes where the alleged misconduct took
place outside the United States.

According to Justice Department representatives, the lack of
such jurisdiction in U.S. courts has posed, from time to time, a sub-
stantial problem in terms of trying U.S. citizens in U.S. courts even
through their conduct allegedly violated U.S. law, e.g., passing clas-
sified U.S. information to a foreign agent. This has led to prosecu-
tions in foreign courts even though the United States had the pre-
dominant interest in prosecution. Section 6 is intended to provide
an alternative in such circumstances.

Section 7: Criminal forfeiture for violation of certain espionage laws

Section 7 expands the criminal forfeiture provisions of 18 U.S.C.
794 to allow a court, where it can be demonstrated that a person
convicted of espionage has deliberately removed the proceeds of his
espionage activities beyond the reach of the court, to subject other
property of the defendant, where available, to such forfeiture. This
provision is identical to subsection 413(p) of the Comprehensive
Drug Abuse Prevention and Control Act of 1970, as it applies to the
proceeds of narcotics trafficking.

Section 7 also adds the criminal forfeiture provisions, as amend-
ed, to two additional espionage statutes: 18 U.S.C. 798, which ap-
plies to disclosures of communications intelligence, and 50 U.S.C.
783, which prohibits government employees from making unau-
thorized disclosures of classified information to representatives of
foreign governments.



Section 8: Denial of annuities or retired pay to persons convicted in
foreign courts of espionage involving United States information

Current law (5 U.S.C. 8312) provides that an annuity or retired
pay may be denied on the basis of a conviction in U.S. civil or mili-
tary courts for a wide range of offenses involving espionage. How-
ever, there is no provision in existing law which would permit the
U.S. Government to deny retirement benefits to U.S. retirees con-
victed in foreign courts for espionage involving the communication
of U.S. information to a foreign government.

There have been several cases in the recent past involving for-
eign convictions of U.S. military retirees for espionage involving
United States classified information. Given the fact that many if
not most espionage cases involve conduct which takes place outside
the United States, prosecution in foreign courts is not an uncom-
mon result. In at least one of these cases, the U.S. Government
was obliged to provide retirement pay to a retired civilian employee
who had been sentenced to prison in a foreign country for espio-
nage involving U.S. information, because the law provided no basis
for denying such pay in these circumstances. The Committee be-
lieves that foreign convictions for espionage involving U.S. informa-
tion which are obtained in courts of competent jurisdiction, which
provide due process and other procedural guarantees comparable to
those in U.S. courts, should provide a basis for the Attorney Gen-
eral to deny annuities or retired pay to such persons.
Section 9. Providing a court order process for physical searches un-

dertaken for foreign intelligence purposes
Section 9 would amend the Foreign Intelligence Surveillance Act

of 1978, which established a court order procedure to govern elec-
tronic surveillances conducted in the United States for foreign in-
telligence purposes, to add a new title establishing similar but sep-
arate procedures for physical searches for intelligence purposes
(hereinafter referred to as "intelligence searches"). To understand
the need for this legislation it is necessary to review the U.S. Gov-
ernment's experience with intelligence searches.
The historical background

The policy and practice of the U.S. Government for conducting
intelligence searches within the United States has had an unusual
history. The Supreme Court has never directly addressed the
issue-indeed, few cases have reached the federal courts-and the
position of the Executive branch with respect to such searches has
fluctuated over time. The basic issues are similar to those relating
to electronic surveillance for "national security" purposes, which
Congress addressed in the Foreign Intelligence Surveillance Act of
1978. These issues involve the competing demands of the Presi-
dent's constitutional powers to gather intelligence deemed nec-
essary to the security of the Nation and the constitutional protec-
tions for personal privacy in the Fourth Amendment. Intelligence
searches, however, raise different concerns than electronic surveil-
lance because the Fourth Amendment was so clearly understood
from the earliest days of the Nation to require judicial warrants for
searches of private homes.



The practices of U.S. intelligence agencies for conducting
warrantless physical searches within the United States remained
secret until the Watergate-related disclosures in the 1970s. By con-
trast, the Executive branch publicly acknowledged in the 1950s and
1960s that electronic surveillance was conducted for "national secu-
rity" purposes. The policy of the Department of Justice for elec-
tronic surveillance was stated publicly in 1966 by the Solicitor Gen-
eral in a supplemental brief to the Supreme Court in Black v. Unit-
ed States, 385 U.S. 26 (1966). Pursuant to directives from Presi-
dents Roosevelt and Truman, interception of wire communications
had been "limited to matters involving national security or danger
to human life" and had "required the specific authorization of the
Attorney General in each instance." Pursuant to a directive from
President Johnson in 1965, the requirement for specific authoriza-
tion of the Attorney General had been extended to the installation
and use of "listening devices," and the authority was confined to
"the collection of intelligence affecting the national security." (See
H. Rept. 95-1283, p. 17.) Nothing was said publicly by the Execu-
tive branch in this period with regard to warrantless physical
searches for intelligence purposes.

The Supreme Court considered the issue of electronic surveil-
lance for "national security" purposes in two leading cases in 1967
and 1972. The Court held in Katz v. United States, 389 U.S. 347
(1967), that the Fourth Amendment applied to electronic surveil-
lance, but explicitly declined to extend its holding that the Fourth
Amendment required a warrant for electronic surveillance to cases
"involving the national security" (389 U.S., at 358, n. 23). The Su-
preme Court subsequently narrowed the scope of any "national se-
curity" exception to the warrant requirement for electronic surveil-
lance in United States v. United States District Court (the "Keith
case"), 407 U.S. 297 (1972). The Court rejected the claim of Presi-
dential power to authorize warrantless electronic surveillance in
"internal security matters." However, the Court emphasized that
"this case involved only the domestic aspects of national security.
We have not addressed, and express no opinion as to, the issues
which may be involved with respect to "activities of foreign powers
or their agents" (407 U.S., at 321-322).

After the Keith case, lower federal courts generally upheld the le-
gality of electronic surveillance of foreign powers and foreign
agents. The fifth circuit in United States v. Brown, 484 F.2d 418
(5th Cir. 1973), cert. denied, 415 U.S. 960 (1974) upheld the legality
of a surveillance in which the defendant, an American citizen, was
overheard as a result of a warrantless wiretap authorized by the
Attorney General for foreign intelligence purposes. In United States
v. Butenko, 494 F.2d 593 (3rd Cir. 1974) (en banc), cert. denied sub.
nom. Ivanov v. United States, 419 U.S. 881 (1974), the third circuit
similarly held that electronic surveillance conducted without a war-
rant would be lawful so long as the primary purpose was to obtain
foreign intelligence information.

The FBI's warrantless intelligence search practices first came to
light in 1973, when the Watergate investigation uncovered a pro-
posal approved and then withdrawn by President Nixon in 1970,
directing the FBI to conduct "surreptitious entries" for both domes-
tic security and foreign intelligence purposes. The so-called



"Huston Plan" reflected dissatisfaction with FBI Director J. Edgar
Hoover's apparent decision to discontinue long-standing FBI "sur-
reptitious entry" practices in 1965-66, after President Johnson's di-
rective on electronic surveillance was issued. The proposal that
reached President Nixon in 1970 described "surreptitious entry"
practices as "clearly illegal," and President Nixon withdrew his ap-
proval upon the advice of Attorney General John Mitchell, who had
not been consulted in the development of the plan. FBI Director
Hoover advised Mitchell that the FBI would resume "surreptitious
entries" only with the Attorney General's specific authorization in
each case (S. Rept. No. 94-755, Book III, pp. 921-986).

More information about the FBI's intelligence search practices
was disclosed during the congressional investigations of U.S. intel-
ligence activities in 1975-76. An internal FBI memorandum from
1966 discussed the policy as follows:

We do not obtain authorization for 'black bag' jobs from
outside the Bureau. Such a technique involves trespassing
and is clearly illegal; therefore, it would be impossible to
obtain any legal sanction for it. Despite this, 'black bag'
jobs have been used because they represent an invaluable
technique in combating subversive activities of a clandes-
tine nature aimed directly at undermining and destroying
our nation.

The FBI also provided to Congress the following description of
the procedure for authorization of "surreptitious entries" that were
conducted before 1966:

When a Special Agent in Charge (SAC) of a field office
considered surreptitious entry necessary to the conduct of
an investigation, he would make his request to the appro-
priate Assistant Director at FBIHQ, justifying the need for
an entry and assuring it could be accomplished safely with
full security. In accordance with instructions of Director J.
Edgar Hoover, a memorandum was written outlining the
facts of the request for approval of Mr. Hoover, or Mr.
Tolson, the Associate Director. Subsequently, the memo-
randum was filed in the Assistant Director's office under
a 'Do Not File' procedure, and thereafter destroyed. In the
field office, the SAC maintained a record of approval as a
control device in his office safe. At the next yearly field of-
fice inspection, a review of these records would be made by
the Inspection to insure that the SAC was not acting with-
out prior FBIHQ approval in conducting surreptitious en-
tries. Upon completion of this review, surreptitious entries.
Upon completion of this review, these records were de-
stroyed.

The FBI advised congressional investigators that, because of this
procedure, it was "unable to retrieve an accurate accounting" of the
number of warrantless surreptitious entries (S. Rept. 94-755, Book
III, pp. 358-361).

The Department of Justice did not take a public position on the
legality of "surreptitious entries" or intelligence searches generally,
apart from electronic surveillance, until 1975 when the Department



filed a statement distinguishing its position from that of the Water-
gate Special Prosecutor in the appeal of the conviction of Nixon
White House aide John Ehrlichman. In 1974, Ehrlichman was con-
victed under the federal civil rights statutes for authorizing the
White House "plumbers" (a unit formed to stop leaks of classified
information) to break into and search the office of the psychiatrist
of former Defense Department official Daniel Ellsberg, who had
provided the "Pentagon Papers," a study of U.S. policy in Vietnam,
to the press in 1971. The District Court opinion by Judge Gerhard
Gesell found the search "clearly illegal under the unambiguous
mandate of the Fourth Amendment" because no search warrant
was obtained: "the Government must comply with the strict con-
stitutional and statutory limitations on trespassory searches and
arrests even when known foreign agents are involved." United
States v. Ehrlichman, 376 F. Supp. 29, 33 (D.D.C. 1974) Judge Ge-
sell distinguished this case from the precedents that has upheld
warrantless wiretapping .for foreign intelligence purposes. In par-
ticular, he cited a passage in the Supreme Court's 1972 pinion in
the Keith case to emphasize that the type of search in the
Ehrlichman case should be viewed as more intrusive than wire-
tapping. The Supreme Court had stated that "physical entry of the
home is the chief evil against which the wording of the Fourth
Amendment is directed" (407 U.S., at 313).

The Watergate Special Prosecutor took the same position as the
District Court on appeal. Submitting a separate statement to the
Court of Appeals, the Department of Justice declared:

The physical entry here was plainly unlawful * * * be-
cause the search was not controlled as we have suggested
it must be, there was no proper authorization, there was
no delegation to a proper officer, and there was no suffi-
cient predicate for the choice of the particular premises in-
vaded.

The Department went on, however, to defend the power of the
President to authorize this type of warrantless intelligence search
technique on the same basis as wiretaps:

It is the position of the Department that such activities
must be very carefully controlled. There must be solid rea-
son to believe that foreign espionage or intelligence is in-
volved. In addition, the intrusion into any zone of expected
privacy must be kept to the minimum and there must be
personal authorization by the President or the Attorney
General. The Department believes that activities so con-
trolled are lawful under the Fourth Amendment.

In regard to warrantless searches related to foreign espi-
onage or intelligence, the Department does not believe
there is a constitutional difference between searches con-
ducted by wiretapping and those involving physical entries
into private premises. One form of search is no less serious
than another.

(Letter from Acting Assistant Attorney General John C. Keeney to
Hugh E. Kline, Clerk of U.S. Court of Appeals for the District of



Columbia, May 9, 1975, cited in S. Rept. 94-755, Book III, pp. 369-
370.)

In considering the Ehrlichman case, the Court of Appeals for the
District of Columbia found it unnecessary to rule on whether there
was an exception to the warrant requirement for searches of the
property of foreign agents, because neither Ellsberg nor his psy-
chiatrist was a foreign agent. Nevertheless, two of the three judges
filed a concurring opinion which declared that "physical entry of
the home was the 'chief evil' appreciated by the framers of the Con-
stitution" and that national security electronic surveillance prece-
dents may not apply to such intrusive searches. (United States v.
Ehrlichman, 546 F.2d 910 (D.C.Cir. 1976), opinion of Judge
Leventhal).

Another panel of the Court of Appeals for the District of Colum-
bia dealt to a limited extent with intelligence searches in the Bark-
er and Martinez case involving two persons convicted of assisting
with the break-in into the office of Ellsberg's psychiatrist. Two
judges of the panel voted to reverse the convictions. Judge Wilkey
argued, in part, that because warrantless foreign intelligence-gath-
ering activities were reasonable under some circumstances, Barker
and Martinez could have reasonably believed the statements of a
White House aide that the search was lawful. Judge Wilkey ob-
served that the Justice Department had acknowledged that it could
identify no "constitutional difference" between wiretapping and"physical entries into private premises" and that warrantless phys-
ical searches were permissible "under the proper circumstances
when related to foreign espionage or intelligence" (United States v.
Barker, 546 F.2d 940 (D.C.Cir. 1976), at 949-954). Judge Mehrige
voted to reverse on different grounds and declined to concur in the
Attorney General's position that there was a "national security" ex-
ception permitting warrantless intrusions into a citizen's home or
office because that issue was not before the court (546 F.2d, at 957
n. 6). Judge Leventhal, who stated his position on intelligence
searches in the Ehrlichman case, dissented, in part because Barker
and Martinez had not asserted a belief that either the President or
the Attorney General had personally authorized the search (546
F.2d, at 961-963).

In 1976 President Ford issued the first public Executive order on
U.S. intelligence activities. Section 5(b)(3) of the order prohibited
U.S. foreign intelligence agencies from engaging in "unconsented
physical searches within the United States * * * except lawful
searches under procedures approved by the Attorney General" (Ex-
ecutive Order 11905, February 18, 1976). The order did not ex-
pressly delegate authority to the Attorney General to approve phys-
ical searches. Nor did the order provide substantive standards for
the exercise of that authority, other than a general mandate to con-
duct foreign intelligence activities "in a manner which preserves
and respects our established concepts of privacy and civil liberties."

The Carter Administration issued a revised Executive order con-
taining a provision on "unconsented physical searches within the
United States." Sections 2-201 and 2-204 of the 1978 Carter order
stated that such activities "for which a warrant would be required
if undertaken for law enforcement rather than intelligence pur-
poses shall not be undertaken against a United States person with-



out a judicial warrant, unless the President has authorized the
type of activity involved and the Attorney General has both ap-
proved the particular activity and determined that there is prob-
able cause to believe that the United States person is an agent of.
a foreign power" (Executive Order 12036, January 26, 1978).

The extent and conditions of President Carter's subsequent au-
thorization of warrantless physical search activity were not made
public. In the Truong-Humphrey espionage case, however, Presi-
dent Carter personally authorized warrantless physical searches by
the FBI, reportedly "because of the limited nature of the delega-
tions then in effect under Executive Order 12036" (Brown and
Cinquegrana, "Warrantless Physical Searches for Foreign Intel-
ligence Purposes: Executive Order 12,333 and the Fourth Amend-
ment," 35 Catholic U. L. Rev. 97, 140 (1985)).

The Truong-Humphrey case resulted in the only court decisions
directly addressing the legality of warrantless intelligence searches
of foreign agents. The case involved both warrantless electronic
surveillance and warrantless searches that involved opening three
packages transmitted by a Vietnamese intelligence officer to a cou-
rier for delivery abroad. The courier was an FBI asset who allowed
the FBI to open and examine the packages. The District Court and
the Court of Appeals for the Fourth Circuit disposed of the physical
search issue summarily in opinions that dealt almost entirely with
warrantless electronic surveillance. The District Court stated in a
footnote:

The Court is unpersuaded that there is any constitu-
tional significance to the fact that this was a physical sei-
zure and search and not an electronic search. It would be
incongruous indeed were a court to find the opening of an
envelope more intrusive than a wiretap or bug that runs
for weeks at a time.

(United States v. Humphrey, 456 F. Supp. 51, 63 n. 13 (E.D.Va.
1978)).

The Court of Appeals opinion did not discuss the relative intru-
siveness of different techniques and simply applied its warrantless
electronic surveillance ruling to the searches. It accepted the ra-
tionale that the President's constitutional powers for the conduct of
foreign policy gave him "the principal responsibility * * * for for-
eign intelligence surveillance" and took into account the practical
difficulties that would "unduly frustrate" the President in attempt-
ing to get a warrant under normal procedures. (United States v.
Truong, 629 F.2d 908 (4th Cir. 1980), cert. denied, 454 U.S. 1144
(1982)).

Significantly, the Truong-Humphrey decisions declared unconsti-
tutional one of the three physical searches and a portion of the
electronic surveillance conducted in the investigation. The third
search, as well as electronic surveillance during the final stages of
the investigation, violated the Fourth Amendment despite having
been approved by the President and the Attorney General based on
information establishing that the target was a foreign agent. The
District Court found that, because the primary purpose of the in-
vestigation had shifted from foreign intelligence gathering to gath-
ering criminal evidence, the foreign intelligence exception to the



warrant requirement could not be applied (United States v. Hum-
phrey, 456 F.2d 51 (E.D.Va. 1978), at 63).

The Court of Appeals agreed with the "primary purpose" test:
We think that the district court adopted the proper test,

because once surveillance becomes primarily a criminal in-
vestigation, the courts are entirely competent to make the
usual probable cause determination, and because, impor-
tantly, individual privacy interests come to the fore and
government foreign policy concerns recede when the gov-
ernment is primarily attempting to form the basis of a
criminal prosecution.

The Court of Appeals recognized that the evidence obtained from
warrantless foreign intelligence gathering activities could be used
in a criminal prosecution, so long as the government's primary pur-
pose was to collect foreign intelligence rather than to prosecute the
target (United States v. Truong, 629 F.2d, at 915-916).

While the Truong-Humphrey case was pending in the courts,
Congress enacted the Foreign Intelligence Surveillance Act of 1978
(FISA) which established a special court to issue orders approving
electronic surveillance for foreign intelligence purposes. FISAL reg-
ulated a wide variety of investigative techniques that fall within its
definition of "electronic surveillance." Congress expressly declined,however, to apply the FISA procedures to physical searches. The
legislative history in the House Intelligence Committee report on
FISA stated:

The committee does not intend to term "surveillance de-
vice" as used in paragraph [1801(f)](4) to include devices
which are used incidentally as part of a physical search,
or the opening of mail, but which do not constitute a de-
vice for monitoring. Lock picks, still cameras, and similar
devices can be used to acquire information, or to assist in
the acquisition of information, by means of physical
search. So-called chamfering devices can be used to open
mail. This bill does not bring these activities within the
purview. Although it may be desirable to develop legisla-
tive controls over physical search techniques, the commit-
tee has concluded that these practices are sufficiently dif-
ferent from electronic surveillance so as to require sepa-
rate consideration by the Congress. The fact that the bill
does not cover physical searches for intelligence purposes
should not be viewed as congressional authorization for
such activities. In any case, the requirements of the fourth
amendment would, of course, continue to apply to this type
of activity.

The Committee report noted that Executive Order 12036 placed
limits on physical searches (H. Rept. 95-1283, p. 53). The Senate
Intelligence Committee report included an identical statement and
also observed that proposed intelligence charter legislation would
address the problem of physical searches for intelligence purposes.
(S. Rept. 95-701, p. 38, citing S. 2525, the National Intelligence Re-
organization and Reform Act of 1978.)



Subsequently, the Carter Administration endorsed provisions in
a revised intelligence charter bill that would have amended the
Foreign Intelligence Surveillance Act to incorporate physical
searches. At Senate hearings on the National Intelligence Act of
1980, FBI Director William H. Webster testified:

Title VIII amends the Foreign Intelligence Surveillance
Act to subject physical searches to the same review and
certification procedures, plus the same criminal standard
for U.S. persons, as was carefully designed for wiretaps by
this Congress in late 1978. The same compelling reasons
of security that led to the foreign intelligence wiretap proc-
ess apply to physical searches of foreign powers and their
agents. Judicial review exists except in that limited num-
ber of searches that do not affect U.S. persons, property,
or premises. I am confident that with the Foreign Intel-
ligence Surveillance Court having the expanded role re-
garding physical search, plub Congressional oversight, the
American public can be assured of the lawfulness of the
process, while affording necessary security to the activity.

(National Intelligence Act of 1980, Hearings before the Select Com-
mittee on Intelligence, United States Senate, 96th Cong., 2d Sess.
on S. 2284 (1980), p. 60.)

Although the Carter Administration proposed several minor
amendments to the FISA procedures, it supported the basic court
order requirement for intelligence searches. Legislation on physical
search was not reported, as the comprehensive intelligence charter
bill was set aside in favor of what became the Intelligence Over-
sight Act of 1980.

In the absence of legislation, the Department of Justice under
the Carter Administration sought and obtained orders from the
Foreign Intelligence Surveillance Court approving physical search
for intelligence purposes in three cases, although Attorney General
Benjamin Civiletti continued to state that the President retained
independent authority to approve warrantless intelligence searches.
The Justice Department advised the intelligence committees:

The Attorney General has, as a matter of policy, decided
that he will, whenever possible submit physical search is-
sues to the FISA Court for judicial review. He believes this
proposal provides maximum protection for individual
rights and is consistent with national security interests. In
submitting such applications, the Attorney General does
not intend to alter the existing Executive policy regarding
physical searches as set forth in the internal, classified
documents which have previously been made available to
you.

(Letter from Kenneth C. Bass III, Counsel for Intelligence Policy,
U.S. Department of Justice, to the Senate Select Committee on Intel-
ligence, October 27, 1980, S. Rept. 96-1017, p. 11.)

In a legal memorandum on the jurisdiction of the Foreign Intel-
ligence Surveillance Court to issue search orders, the Justice De-
partment explained why it was willing to accept a greater degree
of judicial review:
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Prior to the creation of the Foreign Intelligence Surveil-
lance Court, there was no established judicial procedureavailable which could be utilized without frustrating theExecutive Branch's ability to carry out its intelligence ac-tivities. Accordingly, prior judicial approval was not re-quired by the Fourth Amendment for warrantless foreign
intelligence searches * *

The creation of- the Foreign Intelligence Surveillance
Court (FISC) in 1978 with its pertinent protections againstcompromise and foreign penetration and its establishment
of a special group of judges who have expertise in examin-ing questions of law pertaining to foreign intelligence, di-plomacy and military affairs eliminated the "frustration"previously existing with regard to judicial review of "elec-tronic surveillance" as defined in the Foreign IntelligenceSurveillance Act of 1978 (FISA), 50 U.S.C. Sec. 1801(f).While the regular federal judicial system lacks the phys-ical and personnel security structure used by the Execu-tive to protect the national security, the FISC and itsjudges have secure facilities, personnel and procedures
compatible with -the Executive's foreign affairs and na-tional security obligations. Also, intelligence searches arefrequently based on information derived from intelligence
surveillances, as has been the case in some of the applica-tions already submitted. At least in the absence of con-tested litigation, only the FISC judges can review the filesconcerning these surveillances. FISC judges, therefore, arein a position to review applications for foreign intelligence
searches without jeopardizing the Executive's require-
ments for security and expertise.

(Memorandum from Kenneth C. Bass III, Counsel for IntelligencePolicy, to William H. Webster, Director, Federal Bureau of Inves-tigation, in S. Rept. 96-1017 (1980), pp. 18-19.)
Although the Foreign Intelligence Surveillance Court approvedthree physical searches submitted by the Justice Department, thecourt directed its legal advisor to prepare a legal memorandum onthe court's jurisdiction which concluded that the court had no au-thority to approve activities beyond "electronic surveillance" as de-fined in FISA (H. Rept. 96-1466, pp. 17-24).
Under the -Reagan Administration in 1981, Attorney GeneralWilliam French Smith reversed the policy of his predecessor. In anextraordinary proceeding, the Justice Department submitted bothan application to the Foreign Intelligence Surveillance Court for anorder approving an intelligence search and a memorandum re-questing the court to deny the application on the grounds that thecourt lacked jurisdiction. The memorandum stated that "there is noconstitutional necessity to obtain a judicial warrant for the govern-ment to engage in a properly authorized intelligence physicalsearch" and that "the Constitution does not require prior judicialreview of intelligence physical searches of foreign powers or theiragents when properly authorized by the President or the AttorneyGeneral." (See S. Rept. 97-280 (1981), pp. 10-16.)

Thereafter, Foreign Intelligence Surveillance Court Chief JudgeGeorge L. Hart, Jr., issued an opinion on behalf of the court con-



cluding that it had no authority over intelligence searches (In re
the Application of the United States for an Order Authorizing
Physical Search of Nonresidential Premises and Personal Property
(U.S.F.I.S.C., June 11, 1981), in S. Rept. 97-280, pp. 16-19). The
opinion of the Court focused on the intent of Congress in establish-
ing the Foreign Intelligence Surveillance Court for the sole purpose
of considering electronic surveillance applications. The opinion did
not address the issue of Executive branch authority to conduct
warrantless intelligence searches.

The Reagan Administration also revised the Executive order re-
strictions on warrantless physical searches. The new order elimi-
nated the requirement in the Carter order for a separate Presi-
dential delegation of authority to the Attorney General to approve
particular types of activity (under which President Carter report-
edly reserved certain matters for approval only by the President,
as noted above). President Reagan's order stated:

The Attorney General is hereby delegated the power to
approve the use for intelligence purposes, within the Unit-
ed States or against a United States person abroad, of any
technique for which a warrant would be required if under-
taken for law enforcement purposes, provided that such
techniques shall not be undertaken unless the Attorney
General has determined in each case that there is probable
cause to believe that the technique is directed against a
foreign power or an agent of a foreign power.

(Sec. 2.5, Executive Order 12333, December 4, 1981).
Intelligence search practices after 1981 were discussed in a re-

port by the Senate Intelligence Committee on the first five years'
experience under the Foreign Intelligence Surveillance Act. This re-
port stated that, in 1983, the FBI's guidelines incorporated defini-
tions of "foreign power" and "agent of a foreign power" comparable
to those in FISA for intelligence searches within the United States.
The Justice Department's Counsel for Intelligence Policy testified
that the Attorney General approved FBI intelligence searches
"sparingly" and that each case received "extremely close scrutiny
within the FBI and the Department to ensure that the rights and
interests of U.S. persons are fully protected." According to the
Counsel and FBI Director Webster, the approval procedures were
almost identical to the Executive branch review procedures for
FISA surveillances. (S. Rept. 98-660, p. 17.)

The Justice Department submitted an opinion on the applicabil-
ity of a federal statute which makes it a crime for a federal law
enforcement officer to search a private dwelling without a judicial
warrant, except as incident to an arrest or with the consent of the
occupant (18 United States Code Sec. 2236). The Department's
opinion concluded that this statute "is not an impediment to prop-
erly approved warrantless physical searches for national security
purposes," but the opinion also stated that "the issue is not free
from doubt." The question is whether legislation passed in 1921 in
response to reports of overly aggressive conduct by prohibition en-
forcement agents should be considered "an anachronism" because
its original purpose does not apply, as the Department's opinion ar-
gued, or should be read literally to apply the FBI Agents who act



as both law enforcement and counterintelligence officers. (S. Rept.
98-660, p. 18.)

The Justice Department also provided a classified analysis of the
constitutionality of warrantless intelligence searches. This analysis
explained why ordinary judicial warrant procedures are not suit-
able for intelligence searches and discussed the problem of inad-
equate security arrangements for district courts and magistrates.
Citing the experience under the Foreign Intelligence Surveillance
Act, the Department's analysis stated:

There is no comparable modified provision or procedure
by which to obtain warrants authorizing physical searches
conducted for foreign intelligence purposes. * * * The op-
eration of the United States Foreign Intelligence Surveil-
lance Court demonstrates that a properly structured and
specialized court can achieve the expertise and security to
consider these issues, and a properly drawn statute can
prevent judicial intrusion into policy decisions legitimately
left to the Executive Branch.

FBI Director Webster also testified with respect to the risks of
possible civil or criminal liability by FBI employees involved in
such searches in the absence of a court order:

Well, we are fortified by considerable advice and opinion
of the Attorney General as to the inherent authority of the
President delegated to him to authorize searches in na-
tional security matters. That convinces me that the good
faith defense is clearly available to us * * * in relying on
the advice of our chief law enforcement officer. But I am
also mindful of course that the Keith opinion in 1972 left
open the questions of whether searches required a warrant
in national security matters. I am sure our agents- can
withstand the lawsuits, but I naturally prefer not to have
them at all.

(S. Rept. 98-660, p. 18.)
This Committee's 1984 report on the implementation of the FISA

characterized the legal position of Congress regarding warrantless
physical search practices as "comparable to its position before FISA
in the field of electronic surveillance, which was described in the
Keith case as 'essentially neutral.' Congress has done nothing to
authorize such actions by the Executive branch; any determination
of the validity of Executive branch assertions of inherent powers to
conduct warrantless physical searches is up to the courts" (S. Rept.
98-660). The Committee went on to urge the adoption of a court
order procedure for intelligence searches:

The Committee is persuaded that a court order proce-
dure for physical searches in the United States using ei-
ther the FISA procedure or a procedure comparable to
FISA, ought to be established. Based on the FISA experi-
ence, we are now confident that such a court order proce-

-dure would remove the legal and constitutional ambigu-
ities inherent in current Executive branch practice regard-
ing physical searches for foreign intelligence purposes. We
also note that Executive branch approval standards for



. such physical searches are already very similar to FISA
standards, and that previous use of the FISA Court (which
was stopped when the Court ruled that it lacked authority
in such cases) did not appear to have caused any practical
difficulties. The Committee intends to develop a legislative
proposal for amendment of FISA or for a court order proce-
dure comparable to FISA, in consultation with the Attor-
ney General.

(S. Rept. 98-660, The Foreign Intelligence Surveillance Act of 1978:
The First Five Years (1984), p. 19.)

Two years later, in its report on Meeting the Espionage Chal-
lenge: A Review of United States Counterintelligence and Security
Programs, the Committee reiterated its view: "Congress should
enact legislation. comparable to FISA to authorize physical search
for intelligence purposes, so as to reduce legal uncertainties in
counterintelligence investigations that have prosecution as one of
their objectives." The report stated that -the Committee was "pre-
pared to develop and introduce such legislation in cooperation with
the Executive branch" (S. Rept. 99-522, pp. 54, 56.) Given the lack
of interest in the Reagan Administration for pursuing the matter,
no such legislation was developed.

Four years later, in 1990, a panel of outside consultants to the
Senate Intelligence Committee, the so-called "Jacobs panel" (see
the background provided earlier in the report) chartered to look at
statutory changes to improve the counterintelligence posture of the
federal government, recommended legislation-introduced by Sen-
ators Boren and Cohen as S. 2726-to bring intelligence searches
under the FISA. Testifying on behalf of the Jacobs panel, Columbia
Law Professor Harold Edgar advised the Committee on May 23,
1990:

We think subjecting such searches to a court order proc-
ess not only would be an important safeguard for the civil
liberties of Americans, but would serve as a protection for
employees of the Executive agencies who are asked to en-
gage in such searches. The Panel has been told that the
FISA has worked exceedingly well over the last ten years
where electronic surveillances are concerned. We are per-
suaded that it should be applied to physical searches as
well.

(Testimony of Harold Edgar, Hearings before the Senate Select
Committee on Intelligence, on "S. 2726 to Improve U.S. Counter-
intelligence Measures," May 23, 1990, p. 18.)

Justice Department witnesses testified in response that the De-
partment was "fully satisfied the President's authority in this area
is adequate to meet our intelligence needs," but said the Adminis-
tration maintained "an open mind on the question of whether legis-
lation which supplements this authority would be useful" (testi-
mony of Mary C. Lawton, in Hearings before the Select Committee
on Intelligence, on "S. 2726 to Improve U.S. Counterintelligence
Measures," July 12, 1990, p. 129). The legislative provision con-
tained in S. 2726 was not, however, acceptable to the Administra-
tion as written.



Somewhat revised legislation was introduced later in the session
by Senators Boren and Cohen which incorporated revised language
pertaining to intelligence searches (S. 3251), but no action was
taken on the bill. The same language was included in a bill (S. 394)
reintroduced in January, 1991 by Senators Boren and Murkowski,
but it also was not reported by the Committee. The Bush Adminis-
tration did not support either of these proposals.

In the fall of 1993, Attorney General Janet Reno approved a
warrantless intelligence search of the .residence of CIA employee
Aldrich H. Ames, who was at the time the subject of a counterintel-
ligence investigation carried out jointly by .the FBI and the CIA.
Evidence developed as a result of the search subsequently became
part of the Government's indictment of Ames on charges of conspir-
acy to commit espionage and tax evasion. Since the defendants pled
guilty to the charges, a trial was not held, and the legality of the
intelligence search was not considered by the court.

Following the plea agreements in the Ames case, however, the
Administration advised the Committee in May, 1994, that it was
interested in reconsidering legislation to provide a court order pro-
cedure for intelligence searches. In concert with the Administra-
tion, new language was developed, set forth in section 9 of the bill.

Purpose of a court order procedure for intelligence searches

The Committee continues to believe there are compelling reasons
to establish statutory procedures for the conduct of physical
searches in the United States to collect foreign intelligence infor-
mation, especially to include a court order procedure similar to that
used for electronic surveillance under the Foreign Intelligence Sur-
veillance Act of 1978.

In the absence of legislation, the Executive branch will continue
conducting physical searches without a judicial warrant based upon
the approval of the Attorney General. The Committee does not be-
lieve this arrangement provides adequate protection for the con-
stitutional rights of U.S. citizens. Searches carried out under a
court order would provide such protection. The special court estab-
lished under the Foreign Intelligence Surveillance Act of 1978 is
comprised of seven federal district court judges appointed by the
Chief Justice of the United States. The statutory requirements
which must be met by the Government before an order approving
an electronic surveillance can be issued by this court are detailed
and comprehensive. The constitutionality of such orders has been
upheld by every federal court which has considered the issue since
1978.

The constitutionality of warrantless intelligence searches, on the
other hand, remains unresolved. There is no authoritative judicial
opinion upholding the legality of such searches. Any defendant in
an espionage case who is confronted with evidence obtained by an
intelligence search can be expected to challenge the legality of such
search. Should a court rule against the Government, a successful
prosecution could be seriously jeopardized.

Such a ruling would also leave those federal officers in the Jus-
tice Department and FBI who approved and carried out such
search potentially liable to civil suits by the defendant for violation
of his or her civil rights. The Committee is advised that such offi-



cers routinely purchase personal liability insurance at their own
expense to guard against such contingency.

Thus, from the standpoint of protecting the constitutional rights
of Americans, from the standpoint of bringing greater legal cer-
tainty to this area, from the standpoint of avoiding problems with
future espionage prosecutions, and from the standpoint of protect-
ing federal officers and employees from potential civil liability, the
Committee believes this legislation is desirable and necessary.

Section 10: Lesser criminal offense for the unauthorized removal of
classified documents

Section 10 of the bill would create a new misdemeanor offense
applicable to federal employees who knowingly remove classified
documents or materials without authority with the intent to retain
them at an unauthorized location. Persons convicted of such offense
could be fined up to $1,000 or imprisoned for up to a year, or both.

The Committee included this provision in the bill principally be-
cause it believes the unauthorized removal and retention of classi-
fied documents is a widespread problem within the Executive
branch. Although Executive regulations currently prohibit such
conduct, these regulations appear to provide little deterrence to
federal employees. Making such conduct a criminal offense, albeit
a misdemeanor, would in the view of the Committee have a far
more effective impact.

The Committee sees no justification for federal employees to re-
move classified materials to unauthorized locations and retain
them there. If there is a need for federal employees to take such
materials to their residences to work on them, the Executive
branch ought to provide authority for such removal under carefully
limited conditions.

The unauthorized removal and retention of classified documents
or materials at an unsecure location inherently increases the risk
that such documents or materials will be disclosed to unauthorized
persons. Indeed, some employees may "stockpile" such materials
waiting for an opportunity, or possibly the motivation, to sell them.

The Committee believes this provision could be useful to the Gov-
ernment not only to deter such conduct, but also as a means of
prosecuting cases where the passage of classified information to a
foreign government cannot be proved. This lesser criminal offense
might also be used by the Government in negotiating plea agree-
ments with defendants in certain cases.

The Committee notes that under some circumstances the type of
conduct contemplated by this section might be prosecuted under
subsection 793(d) of title 18, United States Code, which provides,
in pertinent part:

Whoever, lawfully having possession of * * * any docu-
ment, writing, code book, signal book, sketch, photograph
* * * model, instrument, appliance * * * or information
relating to the national defense which the possessor has
reason to believe could be used to the injury of the United
States or to the advantage of a foreign nation * * * will-
fully retains the same and fails to deliver it on demand to
the officer or employee of the United States entitled to re-



ceive it * * * shall be fined not more than $10,000 or im-
prisoned not more than ten years, or both. (Italic added.)

Thus, where the Government discovered classified documents
were being stored at an unauthorized location and made a demand
for the documents which was refused by the officer or employee
concerned, it would appear such officer or employee could be pros-
ecuted under section 793(d). Conversely, any officer 'or employee
who did cooperate and willingly returned the classified materials to
Government control when asked to do so could not be prosecuted
under section 793(d).

The Committee believes that where classified information is in-
volved, the fact that a government officer or employee is willing to
surrender such information when he or she has been discovered by
the Government should not absolve such officer or employee from
possible criminal liability, as now appears to be the case under sec-
tion 793(d). If classified' information is knowingly removed without
authority with the intent to retain it for an indefinite period of
time, such action necessarily creates- a substantial risk of unau-
thorized disclosure and damage to the national security, regardless
of whether such harm actually occurs. For a government officer or
employee to. have knowingly created such a risk is itself, in the
view of the Committee, reprehensible conduct which should carry
potential criminal liability.

The Committee is also mindful of the objection raised to this pro-
vision that it might be used to prosecute "whistleblowers," i.e., fed-
eral employees who remove classified documents or 'Materials con-
taining evidence of fraud, waste, or abuse in order to provide them
to the press, Congress, or other oversight mechanisms within the
Executive branch.

First, the Committee notes that the Whistleblower Act of 1989 (5
U.S.C. et seq.) does not provide protection to federal employees who
disclose classified information indicating violation of laws, rules, or
regulations, or gross mismanagement, or gross waste of funds, or
abuse of authority, or a substantial and specific danger to public
health and safety unless such information is disclosed to the Spe-
cial Counsel appointed under the Act or the Inspector General of
the agency concerned. It is the intent of the Committee that section
10 be interprieted consistent with the Whistleblower Act of 1989. In
other words, disclosure of classified information to the Special
Counsel or the Inspector General pursuant to the Whistleblower
Act of 1989 would be an "authorized" disclosure provided for by
law.

Furthermore, the misdemeanor offense created by section 10
would not be established without proof of the intent to retain such
documents or materials at an unauthorized location. A "whistle-
blower" who removes classified documents or materials for the pur-
pose of conveying them to the Special Counsel or relevant Inspector
General under the Act presumably would have no need to retain
such documents or materials at an unauthorized location.

In conclusion, the Committee believes the creation of this -new
misdemeanor offense would be useful both as a deterrent and as
providing an additional ground for prosecution in particular cir-
cumstances.



THE NEED FOR ADDITIONAL ACTIONS BY THE EXECUTIVE BRANCH

In addition to the actions mandated by the bill, the Committee
believes numerous actions are needed by the Executive branch to
improve the counterintelligence and security posture of the Govern-
ment. Foremost among them are:

The need for improved security awareness training to sen-
sitize employees to security problems within their respective
organizations;

The need for training which sensitizes intelligence employees
to the needs of law enforcement, and, conversely, which sen-
sitizes law enforcement officials to the need of intelligence;

The need to improve the control of classified information
generally, to include more stringent measures to prevent clas-
sified materials from being removed without authority from
government or government-approved facilities and to enforce
compartmentation, particularly the control of sensitive infor-
mation electronically available to cleared employees; and

The need to relate counterintelligence information more
closely with routine security activities (e.g. background inves-
tigations, polygraph examinations, etc.) in order to make better
use of existing administrative capabilities in dealing with coun-
terintelligence problems.

Enactment of S. 2056 does not in any way relieve the Executive
branch of the responsibility to take appropriate actions pursuant to
its own authority to address the shortcomings and deficiencies evi-
dent in current system.

SECTION-BY-SECTION ANALYSIS

Section 1
Section 1 contains the title of the Act, "The Counterintelligence

and Security Enhancement Act of 1994."

Section 2
Section 2 adds a new title VIII to the National Security Act of

1947 (50 U.S.C. 401 et seq.) to govern access to classified informa-
tion.

Section 801 of the new title requires the President to issue with-
in 180 days of the date of enactment an Executive order or regula-
tion which establishes procedures to govern access to classified in-
formation which shall be binding upon all departments, agencies,
and offices of the Executive branch. Section 801 provides that, at
a minimum, this order or regulation shall satisfy certain require-
ments set forth in subsections (1)-(5) of this section.

Subsection (1) provides that no person may be given access to
classified information by any department, agency, or office of the
Executive branch unless, based upon an appropriate background
investigation, such access is determined to be clearly consistent
with the national security interests of the United States, except as
may be determined by the President.

It is anticipated that all full-time Executive branch employees
who may require access to classified information in the perform-
ance of their official duties will meet this standard. The latitude
which the Committee provides the President to permit access to



other persons is intended to cover persons who are not full-time
employees of the Executive branch but who require access for a
particular purpose or are permitted access based upon a treaty or
international agreement, and for other circumstances. Even in
these circumstances, it is expected the President will require ap-
propriate measures to ascertain the trustworthiness of the recipi-
ent or recipients in question and to protect against the unauthor-
ized disclosure of any classified information provided pursuant to
such arrangements.

Subsection (2) requires the Executive order or regulation issued
by the President to establish uniform minimum requirements gov-
erning the scope and frequency of background investigations and
reinvestigations for all persons who require access to information
as part of their official responsibilities.

This subsection is not intended to preclude departments and
agencies of the Executive branch which handle extremely sensitive
classified information from imposing requirements in excess of
those required by the Executive order or regulation. For example,
some agencies require polygraph examinations or psychological
testing as a condition of access to classified information in addition
to a background investigation. In some cases, departments and
agencies perform reinvestigations more frequently than other agen-
cies. This subsection is not intended to preclude such practices un-
less the President determines that such limitation or regulation is
warranted. It is the intent of this section to establish a minimum
uniform baseline for security clearances generally. It is anticipated
that once access to classified information is granted by one depart-
ment or agency based upon the-standards in the order or regula-
tion, access will be granted by other departments and agencies
without the need for separate security clearances from each depart-
ment or agency concerned.

Subsection (3) provides that all employees who require access to
classified information shall be required as a condition of such ac-
cess to provide written consent to the employing department or
agency which will permit access by an authorized investigative
agency to relevant financial records, other financial information,
consumer reports, and travel records, as determined in the order
or regulation issued by the President, during the period of access
to classified information and for a period of five years thereafter.
Such consent is, indeed, required as a condition of any request for
such records.made pursuant to section 802 of this section (which
must also meet additional criteria).

While the President retains the discretion to determine which
types of financial and travel records may be relevant to assessing
the security status of a cleared employee, .the Committee intends
that the President consider requiring consent for access to tax re-
turns and tax return information, consistent with section 6103 of
the Internal Revenue Code, as well as access to financial records
or information covered by the Right to Financial Privacy Act (12
U.S.C. 3401 et seq.); the Fair Credit Reporting Act (15 U.S.C. 1681
et seq.); and the Bank Secrecy Act of 1986. Relevant travel records
include records maintained by travel entities in the United States
concerning travel outside the United States.
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Subsection (4) provides that all persons who occupy positions in
the executive branch of the Government who require access to par-
ticularly sensitive classified information, as determined by the
President, shall be required, as a condition of maintaining access
to such information, to submit to the employing department or
agency during the period of such access, relevant information con-
cerning their financial conditions and foreign travel, as determined
by the President, as may be necessary to ensure appropriate secu-
rity.

This subsection leaves to the discretion of the President what
employees will be required to submit financial and travel reports,
consistent with the needs of security and the capabilities of depart-
ments and agencies to process and evaluate such reports. The
President is also given discretion to establish the type of informa-
tion which will be required and the frequency with which reporting
will be required.

The Committee anticipates that the population covered by this
requirement will be relatively small, limited to those with access
to truly sensitive information, the unauthorized disclosure of which
would likely result in significant costs to the United States or to
other governments or persons who cooperate with the United
States.

Subsection (5) required that uniform minimum standards be es-
tablished to ensure that employees whose access to classified infor-
mation is being denied or terminated under this title are appro-
priately advised of the reasons for such denial or termination and
are provided an adequate opportunity to respond to all adverse in-
formation which forms the basis for such denial or termination be-
fore final action by the department or agency concerned. This sub-
section does provide, however, that where adverse information.is
derived from a classified source, appropriate measures may be
taken to protect the identity of such source from the employee con-
cerned.

It is the Committee's intent to require the President to establish
by order or regulation uniform minimum due process rights appli-
cable to all employees whose access to classified information is
being denied or terminated so that such rights shall not vary de-
pending upon the employing department or agency.

It is not the intent of the Committee to diminish in any way the
due process procedures which are currently provided to contractor
employees pursuant to the Department of Defense Industrial Secu-
rity Program, e.g., formal hearings before administrative law
judges, rights of appeal to a review board, etc. In other words, it
is not intended that the rights and protections of contractor em-
ployees provided pursuant to Executive Order 10865 (25 Fed. Reg.
1583), dated February 20, 1960, be affected in any way by this pro-
vision.

It is the intent of the Committee that employees of the Executive
branch are accorded sufficient due process rights to ensure that
they understand why their security clearances are being denied or
terminated and are given an adequate opportunity to respond to
the adverse information at issue. While the Committee subscribes
to the view that security clearances are a privilege granted by the
Executive branch and are not a "right" of the individual employee,



it is also cognizant that mistakes can be made, and often are made,
in the clearance process. As a practical matter, failure to obtain a
security clearance can have an adverse impact on an employee's ca-
reer and earning capacity. Thus, the Committee believes that basic
fairness requires a process which ensures the affected employee an
opportunity to challenge or supplement adverse information which
forms the basis for a decision to deny or terminate his or her secu-
rity clearance.

Section 802 provides policy and procedures to govern requests by
authorized investigative agencies for access to financial records and
travel information pertaining to employees of the executive branch
of government who hold security clearances.

Subsection (a)(1) provides that any authorized investigative
agency may request from any financial agency, financial institu-
tion, or holding company, or from any consumer credit reporting
agency, such financial records, other financial information, and
consumer reports as may be necessary in order to conduct any au-
thorized law enforcement investigation, counterintelligence inquiry,
or security determination. The subsection also provides that such
agency may request records 'maintained by any commercial entity
in the United States pertaining to travel by a person outside the
United States. The terms "financial agency," "financial institution,"
"holding agency," and "consumer credit reporting agency" are de-
fined in section 804 of this title.

Subsection (a)(2) sets forth the criteria which must be met before
a request may be made by an authorized investigative agency pur-
suant to this section.

Subsection (a)(2)(A) provides that the records sought must per-
tain to a person who is or was an employee required by the Presi-
dent in an Executive order or regulation, as a condition of having
access to classified information, to provide consent, during the pe-
riod of such access and for five years thereafter, to an authorized
investigative agency having access to financial or travel records.

Subsection (a)(2)(B) provides that, in addition, one of three cir-
cumstances must exist before such records may be requested:

There are information or allegations indicating that the per-
son is, or may be, disclosing classified information in an unau-
thorized manner to a foreign power or agent of a foreign power;

Information comes to the attention of the employing agency
indicating the person has incurred excessive indebtedness or
has acquired -a level of affluence that cannot be explained by
other information known to the agency; or .

Circumstances indicate the person had the capability and op-
portunity to disclose classified information which is known to
have been lost or compromised to a foreign power or an agent
of a foreign power.

In short, the Committee intends that a specific and articuable
basis exist in order for an authorized investigative agency to re-
quest financial or travel records pursuant to this section. This basis
need not necessarily indicate wrongdoing on the part of the em-
ployee concerned, but only that information known to the agency
regarding such employee (who has already consented to such access
as a condition of obtaining a security clearance) makes further in-
quiry prudent in the interests of maintaining security.



Subsection (a)(3) provides that each request by an authorized in-
vestigative agency pursuant to this section shall be accompanied by
a written certification signed by the department or agency head,
the deputy department or agency head, or by a senior official des-
ignated by the department or agency head for this purpose which
shall be no lower than an Assistant Secretary or Assistant Direc-
tor. This certification shall contain a statement that the person
whose records are requested is a covered employee or former em-
ployee of the department or agency concerned; that the request is
being made pursuant to an authorized inquiry or investigation and
is authorized pursuant to this section; and that the records or in-
formation being requested are records or information which the
employee previously agreed to make available for review by an au-
thorized investigative agency. Subsection (a)(3) also provides that
a copy of the employee's consent shall be furnished the recipient
and that the request shall identify specifically or by category the
records or information to be reviewed and advise the recipient of
the prohibition in subsection (b), as explained immediately below.

Subsection (b) provides that notwithstanding any other provision
of law, no governmental or private entity, officer, employee or
agent of such entity, may disclose to any person, other than those
officers, employees, or agents of such entity necessary to satisfy a
request made under this section, that such entity has received or
satisfied a request made by an authorized investigative agency
under this section.

It is the Committee's intent, in order to preserve the confidential-
ity of the inquiry or investigation, to protect the privacy of the per-
son concerned, and to prevent persons who may have violated the
law from destroying evidence or evading detection, that requests
made under this section not be disclosed by the recipients of such
requests.

Subsection (c)(1) provides that notwithstanding any other provi-
sion of law (other than section 6103 of the Internal Revenue Code
of 1986), an entity receiving a request for records or information
under subsection (a) shall, if the request satisfies the requirements
of this section, be made available within 30 days for inspection or
copying by the authorized investigative agency concerned.

Section 6103 of the Internal Revenue Act of 1986 permits the
Secretary of the Treasury to provide access to tax returns and tax
return information to government agencies based upon the written
request of the taxpayer but permits the Secretary not to disclose
such information where the Secretary determines that "such disclo-
sure would seriously impair Federal tax administration." By leav-
ing intact this provision, it is the Committee's intent to leave this
determination to the discretion of the Secretary. However, given
the expectation of the Committee that requests for access to such
information will be limited and subject to a high level of approval,
it is the expectation that disclosure of tax returns and tax return
information pursuant to this section would not "seriously impair
Federal tax administration" pursuant to section 6103.

Section (c)(2) of the bill provides that any entity that discloses
records of information for inspection or copying in good faith reli-
ance upon the certifications made by an agency pursuant to this
section shall not be liable for any disclosure to any person under



this title, the constitution of any State, or any law or regulation of
any State or political subdivision of any State.

Section (d) provides that any agency requesting records or infor-
mation under this section may, subject to the availability of appro-
priations, reimburse a private entity for reasonable costs incurred
in responding to such request.

Section (e) restricts agencies receiving records or information
pursuant to a request under this section from disseminating such
records or information outside the agency except to the employing
department or agency; to the Department of Justice for law en-
forcement or counterintelligence purposes; or to another federal
agency where the information is clearly relevant to the authorized
responsibilities of such agency.

Section (f).clarifies that nothing in this section is intended to af-
fect the authority of investigative agencies pursuant to the Right
to Financial Privacy Act or the Fair Credit Reporting Act.

Section 803 provides that the provisions of this title shall not
apply to the President and Vice President, Members of the Con-
gress, Justices of the Supreme Court, and Federal judges appointed
by the President.

While the provisions of sections 801 and 802 by their own terms
apply only to employees of the Executive branch, the Executive
branch itself may choose to condition access to classified informa-
tion by the legislative and judicial branches based upon the same
or similar standards. Section 803 makes clear that certain officials
in the legislative and judicial branches, together with the President
and Vice President, are exempted from the requirements of this
statute or any regulations promulgated thereunder.

Section 804 contains the definitions of terms used in this title.
Subsection (1) defines the term "authorized investigative agency"

as meaning any agency authorized by law or regulation to conduct
a counterintelligence investigation or investigations of persons who
are proposed for access to classified information to ascertain wheth-
er such persons satisfy the criteria for obtaining and retaining ac-
cess to classified information.

Subsection (2) defines the term "classified information" as mean-
ing any information that has been determined pursuant to Execu-
tive Order 12356, dated April 2, 1982, or successive orders, or the
Atomic Energy Act of 1954, to require protection against unauthor-
ized disclosure and that is so designated.

Subsection (3) provides that the term "consumer credit reporting
agency" has the same meaning as given in section 603 of the
Consumer Credit Protection Act (15 U.S.C. 1681a).

Subsection (4) defines the term "employee" as including any per-
son who receives a salary or compensation of any kind from the
United States Government, is a contractor of the United States
Government or an employee thereof, is an unpaid consultant of the
United States Government, or otherwise acts for or on behalf of the
United States Government.

Subsection (5) provides that the terms "financial agency" and "fi-
nancial institution" have the meanings given such terms in section
5312(a) of title 31, United States Code, and the term "holding agen-
cy" has the meaning given such term in section 1101(6) of the
Right to Financial Privacy Act of 1978 (12 U.S.C. 3401).



Subsection (6) provides that the terms "foreign power" and
"agent of a foreign power" have the same meanings set forth in
subsections 101 (a) and (b), respectively, of the Foreign Intelligence
Surveillance Act of 1978 (50 U.S.C. 1801).

Subsection (7) defines the term "State" to mean each of the sev-
eral States of the United States, the District of Columbia, the Com-
monwealth of Puerto Rico, the Commonwealth of the Northern
Mariana Islands, the United States Virgin Islands, Guam, Amer-
ican Samoa, the Republic of the Marshall Islands, the Federated
States of Micronesia, and the Republic of Palau (until such time as
the Compact of Free Association is ratified), and any other posses-
sion of the United States.

Section 2(b) amends the table of contents of the National Secu-
rity Act of 1947 to include the new title VIII added by section 2(a).

Section 2(c) provides that the amendments made by sections 2 (a)
and (b) shall take effect 180 days after the date of enactment. This
period is necessary in order to allow time for the President to issue
the implementing regulations required by section 801 prior to the
effective date of this title.

Section 3
Section 3 of the bill establishes a national-level mechanism for

the development of policy and resolution of conflicts involving U.S.
counterintelligence activities and establishes procedures to ensure
that such activities are appropriately coordinated by affected de-
partments and agencies with the Federal Bureau of Investigation.

Subsection (a) provides for the establishment of a National Coun-
terintelligence Policy Board which shall report to the President
through the National Security Council. The Board would be chaired
by the Attorney General and be composed of the Secretary of De-
fense, the Director of Central Intelligence, the Director of the Fed-
eral Bureau of Investigation and the Advisor to the President for
National Security Affairs.

This Board is similar to that created recently by presidential di-
rective. However, under the presidential directive, the chair of the
Board would rotate every two years between a representative of the
Secretary of Defense, the Director of Central Intelligence, and the
Director of the FBI. While the Committee understands that the
two-year rotational chairmanship was intended to demonstrate
evenhandedness among the principal agencies involved in counter-
intelligence, the Committee believes that this will at the same time
limit its institutional effectiveness. The Committee believes a per-
manent chair would provide better continuity and leadership, and
that the Attorney General, who has responsibility for the Federal
Bureau of Investigation, the largest and predominant counterintel-
ligence agency within the Government, is the appropriate official to
bear this responsibility. It is also believed that the Attorney Gen-
eral would be the official, short of the President, best positioned to
arbitrate disputes which may arise between agencies.

Subsection (b) provides that the Board shall serve as the prin-
cipal mechanism for developing policies and procedures for the ap-
proval of the President in the counterintelligence area, and for re-
solving conflicts, as directed by the President, which may arise be-
tween counterintelligence agencies.



These functions are similar to those assigned to the Board by the
recent presidential directive. In particular, the Committee believes
it important, in light of the requirements contained in subsection
(c) of this section, that the statute itself provide a mechanism
whereby conflicts between agencies can be appealed and resolved.

Subsection.(c) provides that the heads of.departments and agen-
cies within the Executive branch shall take appropriate actions to
ensure that counterintelligence matters are coordinated with the
Federal Bureau of Investigation, as specifically provided .in this
subsection.

By imposing such a requirement on. department and agency
heads, the Committee does not intend to interfere with communica-
tions between the heads of departments or agencies and the Presi-
dent. There is nothing in this section which precludes department
or agency heads from bringing counterintelligence matters of con-
cern to the attention of the President. Nor does this section restrict
the President in the exercise of his constitutional functions. This
subsection imposes no obligation on the President but rather upon
department ard agency heads to ensure appropriate coordination of
counterintelligence matters with the FBI.

At the same time, the Committee believes that the President as
well as department and agency heads must be accountable for
breakdowns in the coordination process. If criminal prosecutions of
potential spies are foreclosed, delayed, or hampered due to inad-
equate coordination in the Executive branch, the interests of the
American people are not well served. Having said that, the Com-
mittee notes that subsection (c) contains no criminal penalties for
failure to comply with its terms. Such failures will clearly be a
matter of concern, however, to the oversight committees of the Con-
gress, and, ultimately, to the American people.

Subsection (c) prescribes general requirements for departments
and agencies to follow in dealing with counterintelligence cases. It
is meant to allow considerable flexibility in terms of implementa-
tion. Thus, departments and agencies are given latitude to deter-
mine how and at what level in the FBI the required coordination
will be achieved, depending upon the facts at hand. The Committee
cannot realistically envision any circumstance which would justify
failure to coordinate at some level-within the FBI. But presuming
that such a rare circumstance might arise, the Committee would
consider coordination with the Attorney General, who is the chief
law enforcement officer of the United States and -who exercises
overall authority over the FBI and serves as Chair of the National
Counterintelligence Policy Board, as constituting compliance with
subsection (c). The Committee would expect, however, that the ra-
tionale for coordinating with the Attorney General and not the FBI
directly would be fully explained at the time of the annual report
required by subsection (c)(2).

Subsection (c) is also not intended to interfere with communica-
tions between agencies which might be required by law or Execu-
tive branch policy. For example, nothing in this section affects the
responsibilities of departments and agencies to keep chiefs of U.S.
diplomatic missions abroad fully and currently informed of activi-
ties within their area of jurisdiction pursuant to Section 207 of the
Foreign Service Act of 1980 (22 U.S.C. 3927). Nor does this section



affect the responsibility of departments and agencies to report pos-
sible violations of federal criminal statutes to the Attorney General
pursuant to 28 U.S.C. 535. Nor does it affect the coordination re-
quirements with respect to counterintelligence activities contained
in Executive Order 12333.

Subsection (c)(1)(A) provides that the heads of departments and
agencies will ensure the FBI is advised immediately of any infor-
mation, regardless of its source, which indicates that classified in-
formation is being, or may have been, disclosed in an unauthorized
manner to a foreign power or an agent of a foreign power, as those
terms are defined in section 101 of the Foreign Intelligence Surveil-
lance Act of 1978.

The intent of the Committee is to require reports to the FBI of
all cases where information comes to the attention of a department
or agency which suggests that U.S. classified information may have
been lost or compromised to a foreign government through the in-
tentional act of an individual or through other clandestine means,
e.g., electronic eavesdropping. It is not meant to require reports of
security violations where classified information has been mis-
handled or is otherwise left vulnerable to compromise unless the
information suggests that a loss or compromise to a foreign govern-
ment has actually taken place. Nor is it intended to require reports
to the FBI of leaks of classified information to the news media.

It is meant to require reports to the FBI of circumstances which
indicate that classified information has been lost, e.g., an intel-
ligence source has been compromised or a classified military or in-
telligence operation has been thwarted in the absence of strong evi-
dence indicating another explanation, regardless of whether the de-
partment or agency concerned has direct evidence of the loss or
compromise to the foreign government concerned.

Nothing in this subsection prevents departments or agencies,
once such information has been received, from taking such imme-
diate steps as may be required by applicable agency regulations to
limit the extent of the damage or the effects of the loss or com-
promise in question before a report can be made to the FBI pursu-
ant to this subsection.

Subsection (c)(1)(B) provides that once a report has been made to
the FBI pursuant to subsection (c)(1)(A), the department or agency
concerned shall consult with the FBI with respect to all subsequent
actions which may be undertaken by the department or agency con-
cerned to determine the source of such loss or compromise.

This obligation is intended to encompass use of extraordinary in-
vestigative techniques (e.g., interviews of fellow employees) as well
as routine administrative measures (e.g., scheduled polygraph ex-
aminations) which are to be utilized to ascertain the source of the
loss or compromise.

It is not intended to require prior consultation with the FBI with
respect to passive administrative actions undertaken by the depart-
ment or agency concerned, e.g., reviews of personnel records or se-
curity files, which may relate to the loss or compromise or identify
persons who had access to the information which was lost or com-
promised. Nor is prior consultation required for routine administra-
tive measures which are not to be utilized for the purposes of



ascertaining the source of the loss or compromise, e.g., routine
background investigations or reinvestigations.

If there should be a disagreement between the FBI and the de-
partment or agency concerned regarding what follow-on actions are
appropriate, which cannot be resolved between the two parties, it
is the intent of the Committee that the matter be referred to the
National Counterintelligence Policy Board established by section
3(a), or to a subcommittee thereof as may be appropriate, for reso-
lution.

Subsection (c)(1)(C) provides that where, after appropriate con-
sultation with the department or agency concerned, the FBI under-
takes investigative activities of its own to determine the source of
the loss or compromise, its investigators will be given complete and
timely access to the employees and records of the department or
agency concerned for purposes of its investigation.

It is the Committee's expectation that once the FBI determines
to initiate an. investigation, the department or agency concerned
will work with the FBI in a cooperative manner to facilitate its in-
vestigation without undue delays or bureaucratic obstacles being
imposed. At the same time, the Committee expects the FBI to re-
spect the concerns of the department or agency involved and to
avoid unreasonable demands upon its personnel and resources or
risks to its operations.

Subsection (c)(2) provides that beginning on February 1, 1995,
and for each year thereafter, the Director of the Federal Bureau of
Investigation shall, in consultation with the Director of Central In-
telligence and the Secretary of Defense, submit a report to the two
congressional oversight committees with respect to compliance with
subsection (c)(1) during the previous calendar year.

It is expected that this report shall describe any cases where re-
ports required by (c)(1)(A) were delayed or not made at all; cases
where actions were taken by departments or agencies without the
consultation required by (c)(1)(B); and cases where departments or
agencies did not provide timely and complete access to their em-
ployees or records as requested by the FBI. In any case in which
coordination was achieved by reporting to the Attorney General
rather than directly to the FBI, the Attorney General will be ex-
pected to describe that case and the basis which necessitated this
action, either in the FBI report or in a separate report submitted
at the same time.

Subsection (c)(3) provides that nothing in subsection (c) may be
construed to alter the jurisdictional arrangements between the
Federal Bureau of Investigation and the Department of Defense
with respect to investigations of persons subject to the Uniform
Code of Military Justice, nor to impose additional reporting re-
quirements upon the Department of Defense with respect to such
investigations other than those required by existing law or execu-
*tive branch policy.

This provision recognizes that the Department of Defense retains
independent investigative and and prosecutive authority over mili-
tary personnel subject to the Uniform Code of Military Justice. The
Committee believes that investigative activities by the military de-
partments which involve such personnel should not be subject to
additional coordination with the FBI beyond what is now required



by law and Executive order. Under section 603 of the FY 1990 In-
telligence Authorization Act, DoD is required to report to the FBI
information it may receive concerning violations of espionage stat-
utes by military personnel assigned to U.S. diplomatic missions
abroad. Under paragraph 1.12 of Executive Order 12333, the mili-
tary departments are required to coordinate counterintelligence ac-
tivities in the United States (including those involving military per-
sonnel) with the FBI.

This subsection is not intended, however, to exempt the Depart-
ment of Defense from compliance with subsection (c)(1)(A) requir-
ing reports of information which indicates that classified informa-
tion is being, or may have been, disclosed in an unauthorized man-
ner to a foreign power or agent of a foreign power. Nor is it in-
tended to exempt the Department of Defense from compliance with
subsections (c)(1)(B) or (c)(1)(C) where the matter involves civilian
employees who are not subject to the Uniform Code of Military Jus-
tice.

Subsection (c)(4) provides that the terms "foreign power" and
"agent of a foreign power" shall have the same meaning as set
forth as sections 101 (a) and (b), respectively, of the Foreign Intel-
ligence Surveillance Act of 1978 (50 U.S.C. 1801).

Section 4

Section 608 of the Fair Credit Reporting Act (FCRA) presently
consists of only one paragraph which authorizes credit reporting
agencies to provide government agencies with certain identifying
information respecting a consumer. Section 4 of this bill would
amend FCRA section 608 by designating the existing text as sub-
section 608(a) and adding a new subsection 608(b) consisting of
eleven paragraphs.

Paragraph 608(b)(1) of the amended FCRA requires a consumer
reporting agency to furnish a consumer report to the FBI when
presented with a written request for a consumer report, signed by
the FBI Director or Deputy Director, which certifies compliance
with the subsection. The Director or Deputy Director may make
such a certification only if the Director or the Deputy Director has
determined in writing that such records are necessary for the con-
duct of an authorized foreign counterintelligence investigation and
that there are specific and articulable facts giving reason to believe
that the person whose consumer report is sought is a foreign power
or an agent of a foreign power, as defined in Section 101 of the For-
eign Intelligence Surveillance Act of 1978 (50 U.S.C. 1801 et seq.).

The requirement that there be specific and articulable facts giv-
ing reason to believe that the person is an agent of a foreign power
before the FBI can obtain access to a consumer report is consistent
with the standards in the Right to Financial Privacy Act, 12 U.S.C.
3414(a)(5)(A), and the Electronic Communications Privacy Act, 18
U.S.C. 2709(b).

However, in contrast to those statutes, the Committee has draft-
ed the FCRA certification requirement to provide that the FBI re-
quest submitted to the consumer reporting agency make reference
to the statutory provision without providing the agency with a
written certification that the subject of the consumer report is be-
lieved to be an agent of a foreign power. FBI would still be re-



quired to record in writing its determination regarding the subject,
and the credit reporting agency would be able to draw the nec-
essary conclusion, but the Committee believes that its approach
would reduce the risk of harm from the certification process itself
to the person under investigation. A similar approach is taken in
paragraph 608(b)(2), described below.

Section 605 of the FCRA, 15 U.S.C. 1681c, defines "consumer re-
port" in a manner that prohibits the dissemination by credit report-
ing agencies of certain older information except in limited cir-
cumstances. None of these excepted circumstances would apply to
FBI access under the proposed FCRA paragraph 608(b)(1) (or pro-
posed FCRA paragraph 608(b)(2)). Accordingly, FBI access would
be limited to "consumer reports" as defined in section 605.

The term "an authorized foreign counterintelligence investiga-
tion" includes those FBI investigations conducted for the purpose
of countering international terrorist activities as well as those FBI
investigations conducted for the purpose of countering the intel-
ligence activities of foreign powers. Both types of investigations are
conducted under the auspices of the FBI's Intelligence Division,
headed by an FBI Assistant Director.

Paragraph 608(b)(2) would give the FBI mandatory access to the
consumer identifying information-name, address, former address-
es, places of employment, or former places of employment-that it
may obtain under current section 608 only with the consent of the
credit reporting agency. A consumer reporting agency would be re-
quired to provide access to such information when presented with
a written request signed by the FBI Director or Deputy Director,
which certifies compliance with the subsection. The Director or
Deputy Director may make such a certification only if the Director
or the Deputy Director has determined in writing that such infor-
mation is necessary to the conduct of an authorized foreign coun-
terintelligence investigation and that there is information giving
reason. to believe that the person about whom the information is
sought has been; or is about to be, in contact with a foreign power
or an agent of a foreign power, as defined in Section 101 of the For-
eign Intelligence Surveillance Act of 1978 (50 U.S.C. 1801 et seq.).

FBI officials have indicated that they seek mandatory access to
this identifying information in order to determine if a person who
has been in contact with a foreign power or agent thereof is a gov-
ernment or industry employee who might have access to sensitive
information of interest to a foreign intelligence service. Accordingly,
the Committee has drafted this provision to require that such lim-
ited information can be provided only in circumstances where the
consumer has been or is about to be in contact with the foreign
power or agent.

The Committee has also drafted paragraphs 608(b)(1) and
608(b)(2) in a manner intended to make clear the Committee's in-
tent that the FBI may use this authority to obtain the consumer
records of only those persons who either are a foreign power or
agent thereof or have been or will be in contact with a foreign
power or agent. Although the consumer records of another person,
such as a relative or friend of an agent of a foreign power, or iden-
tifying information respecting a relative or friend of a person in
contact with an agent of a foreign power, may be of interest to FBI



counterintelligence investigators, they are not subject to access
under paragraphs 608(b)(1) and 608(b)(2).

It is not the Committee's intent to require any credit reporting
agency to gather credit or identifying information on a person for
the purpose of fulfilling an FBI request under paragraphs 608(b)(1)
and 608(b)(2). A credit reporting agency's obligation under these
provisions is to provide information responsible to the FBI's re-
quest that the credit reporting agency already has in its possession.

Paragraph 608(b)(3) provides that no consumer reporting agency
or officer, employee, or agent of such institution shall disclose to
any person, other than those officers, employees or agents of such
institution necessary to fulfill the requirement to disclose informa-
tion to the FBI under subsection 608(b), that the FBI has sought
or obtained a consumer report or identifying information respecting
any consumer under paragraphs 608(b)(1) or 608(b)(2), nor shall
such agency, officer, employee, or agent include in any consumer
report any information that would indicate that the FBI has sought
or obtained such a consumer report or identifying information. The
prohibition against including such information in a consumer re-
port is intended to clarify the obligations of the consumer reporting
agencies. It is not intended to preclude employees of consumer re-
porting agencies from complying with company regulations or poli-
cies concerning the internal reporting of information, nor to pre-
clude their complying with a subpoena for such information issued
pursuant to appropriate legal authority.

Paragraph 608(b)(3) departs from the parallel provision of the
RFPA by clarifying that disclosure is -permitted within the con-
tacted institution to the extent necessary to fulfill the FBI request.
The Committee has not concluded, or otherwise taken a position
whether, disclosure for .such purpose would be forbidden by the
RFPA; indeed, practicalities would dictate that the RFPA provision
not be interpreted to exclude such disclosure. However, the Com-
mittee believes that clarification of the obligation for purposes of
the FCRA is desirable.

Paragraph 608(b)(4) authorizes the FBI, subject to the availabil-
ity of appropriations, to pay to the consumer reporting agency as-
sembling or providing credit records a fee in accordance with FCRA
procedures for reimbursement for costs reasonably necessary and
which have been directly incurred in searching for, reproducing, or
transporting books, papers, records, or other data required or re-
quested to be produced under subsection 608(b). The FBI informs
the Committee that such reports are commercially available for ap-
proximately $7 to $25 and that the FBI could expect to pay fees
in approximately that range. FBI officials have advised the Com-
mittee that the costs of such reports would be easily recouped from
the savings afforded by the reduced need for other investigative
techniques aimed at obtaining the same information.

Paragraph 608(b)(5) prohibits the FBI from disseminating infor-
mation obtained pursuant to subsection 608(b) outside the FBI, ex-
cept to the Department of Justice or as may be necessary for the
conduct of a foreign counterintelligence investigation. This latter
phrase is in particular intended to allow for dissemination of infor-
mation concerning military service personnel subject to the Uni-
form Code of Military Justice, to appropriate investigative authori-



ties in the military department concerned as may be necessary for
the conduct of a joint foreign counterintelligence investigation with
the FBI.

Paragraph 608(b)(6) provides that nothing. in subsection 608(b)
shall be construed to prohibit information from being furnished by
the FBI pursuant to a subpoena or court order, or in connection
with a judicial or administrative proceeding to enforce the provi-
sions of the FCRA. The paragraph further provides that nothing in
subsection 608(b) shall be construed to authorize. or permit the
withholding of information from the Congress.

Paragraph 608(b)(7) provides that on an annual basis the Attor-
ney General shall fully. inform the House Permanent Select Com-
mittee on Intelligence and the Senate Select Committee on Intel-
ligence concerning all requests made pursuant to paragraphs
608(b)(1) and 608(b)(2).

Similar reports are required to be submitted to the intelligence
committees on: (1) use of the FBI's mandatory access provision of
the RFPA by section 3414(a)(5)(C) of title 15, United States Code;
and (2) use of the FBI's counterintelligence authority, under the
Electronic Communications Privacy Act of 1986, to access telephone
subscriber and toll billing information, by section 2709(e) of title
18, United States Code. The Committee expects the reports re-
quired by FCRA paragraph 608(b)(7) to match the level of detail in-
cluded in these reports, i.e., a breakdown by quarter, by number
of requests, by number of persons or organizations subject to re-
quests, and by U.S. persons and organizations and non-U.S. per-
sons and organizations.

Paragraphs 608(b)(8) through 608(b)(11) parallel the enforcement
provisions of the Right to Financial Privacy Act, 12 U.S.C. 3417
and 3418.

Paragraph 608(b)(8) establishes civil penalties for access or dis-
closure by an agency or department of the United States in viola-
tion of subsection 608(b). Damages, costs, reasonable attorney's
fees, as determined by the court, and a $100 fine would be awarded
to the person to whom the consumer reports related in the event
of a violation.

Paragraph 608(b)(9) provides that any credit reporting institu-
tion or agent or employee thereof making a disclosure of credit
records in good-faith reliance upon a certificate by the FBI pursu-
ant to the provisions of subsection 608(b) shall not be liable to any
person for such disclosure under title 15, the constitution of any
State, or any law or regulation of any State or any political subdivi-
sion of any State.

Paragraph 608(b)(10) provides that the remedies and sanctions
set forth in subsection 608(b) shall be the only judicial remedies
and sanctions for violations of the subsection.

Paragraph 608(b)(11) provides that, in addition to any other rem-
edy contained in subsection 608(b), injunctive relief shall be avail-
able to require that the procedures of the subsection are complied
with and that in the event of any successful action, costs together
with reasonable attorney's fees, as determined by the court, may be
recovered.



Section 5
Section 5 amends section 3071 of title 18, United States Code, to

provide the Attorney General with discretionary authority to pay
rewards for information leading to the arrest or conviction of per-
sons for espionage against the United States or leading to the pre-
vention or frustration of such acts.

Subsection (a) renumbers the existing provisions of section 3071,
which provides discretionary authority for the Attorney General to
pay rewards for information leading to the arrest or conviction of
persons for acts of terrorism against the United States, as sub-
section (a) of section 3071, and adds a new subsection (b) to this
section.

The new subsection (b) provides that, with respect to acts of espi-
onage involving or directed at the United States, the Attorney Gen-
eral may reward any individual who furnishes information in any
of three categories: (1) information leading to the arrest or convic-
tion in any country of an individual or individuals for commission
of an act of espionage against the United States; (2) information
leading to the arrest or conviction of an individual or individuals
in similar circumstances for conspiring or attempting to commit an
act of espionage against the United States; and (3) information
leading to the prevention or frustration of an act of espionage
against the United States.

Under 18 U.S.C. 3071, the Attorney General can pay a reward
of up to $500,000 for such information.

Subsection (b) amends the list of definitions in 18 U.S.C. 3077 to
define the term "act of espionage" as an activity that is a violation
of section 793, 794, or 798 of title 18, or section 783(b) of title 50,
United States Code.

Subsection (c) contains a clerical amendment to the table of chap-
ters in title 18, United States Code.

Section 6
Section 6 amends chapter 211 of title 18 of the United States

Code by adding a new section 3239 to establish jurisdiction in cer-
tain U.S. federal courts to try cases involving violations of the espi-
onage laws where the alleged misconduct takes place outside the
United States.

Specifically, section 6 grants jurisdiction to the U.S. District
Court for the District of Columbia and such other federal courts au-
thorized by law to try cases involving a violation of section 793,
784, 798, 952, or 1030(a)(1) of title 18; section 601 of the National
Security Act of 1947; or subsection (b) or (c) of the Subversive Ac-
tivities Control Act of 1950, which were begun or committed upon
the high seas or elsewhere out of the jurisdiction of any particular
state or district.

Section 7
Section 7 amends several espionage statutes in order to ensure

consistency among these statutes in terms of the application of
criminal forfeiture provisions.

Subsections 7(a) and 7(c) amend section 798 of title 18, United
States Code, and section 783 of title 50, United States Code, re-
spectively, to provide the same criminal forfeiture provisions as



apply to violations of sections 793 and 794 of title 18, as amended
by this section.

Under existing law, persons convicted of violating section 793 or
794 of title 18, United States Code, forfeit to the United States any
property constituting, or derived from, any proceeds of espionage
activities, as well as any property used, or intended to be used, to
commit or facilitate the commission of espionage. In addition, the
provisions of subsections (b), (c), and (e) through (o) of section 413
of the Comprehensive Drug Abuse Prevention and Control Act of
1970 (pertaining to the ability of the Government to obtain the pro-
ceeds of illicit narcotics trafficking from third parties) are made
available to the Government in espionage cases.

When the subsections of section 413 were renumbered by con-
gressional action in 1986, the corresponding subsections in sections
793 and 794 of title 18 were not renumbered at the same time. As
a consequence, one of the key subsections of section 413-sub-
section (p), which permits the Government, in cases where it can
be shown that the defendant has deliberately placed the proceeds
of narcotics trafficking beyond the jurisdiction of U.S. courts, to
substitute other property of the defendant-appeared to have been
eliminated insofar as its use in espionage cases were concerned.
The Committee believes this was an oversight, and not what Con-
gress intended. Section 7 corrects this error in sections 793 and
794, and applies the same procedures to violations of section 798
of title 18, United States Code, and to section 783 of title 50, Unit-
ed States Code.

Section 8
Section 8 amends 5 U.S.C. 8312 to add a new subsection (d)

which provides that for purposes of section 8312, which sets forth
criminal offenses a conviction for which may result in the termi-
nation of an annuity or retired pay of a federal employee, an of-
fense is established if the Attorney General certifies to the agency
administering the annuity or retired pay that-

(1) the individual has been convicted by an impartial court
of appropriate jurisdiction within a foreign country in cir-
cumstances in which the conduct violates the provisions of law
enumerated in subsections (b)(1) and (c)(1) of section 8312, or
would violate such provisions had such conduct occurred within
the United States, and that such conviction is not being ap-
pealed or that the final action has been taken on such appeal
within the foreign country concerned;

(2) that such conviction was obtained in accordance with pro-
cedures that afforded the defendant due process rights com-
parable to those provided by the U.S. Constitution, and such
conviction was based upon evidence that would have been ad-
missible in U.S. courts; and

(3) that such conviction occurred after the effective date of
the subsection.

Section 9
Section 9 amends the Foreign Intelligence Surveillance Act of

1978 (FISA) to add a new title III establishing statutory procedures



for the approval and conduct of physical searches within the United
States for foreign intelligence purposes.

Subsection 9(a) redesignates the existing title III as title IV and
adds a new title III entitled "Physical Searches within the United
States for Foreign Intelligence Purposes." A section-by-section anal-
ysis of the new title III provisions follows. To the extent that these
new provisions are the same as comparable provisions for electronic
surveillance in title I of the FISA, the following analysis restates
much of the legislative history pertaining to such provisions as it
applies to physical searches for foreign intelligence purposes.

Authorization of physical searches for foreign intelligence purposes
Section 301(a) authorizes submission of applications to the For-

eign Intelligence Surveillance Court for an order approving a phys-
ical search in the United States, for the purpose of collecting for-
eign intelligence information, of the premises, property, informa-
tion or material of a foreign power or an agent of a foreign power
as defined in section 101 of the Act. Applications may be submitted
only if the President has, by prior written authorization, empow-
ered the Attorney General to approve the submission. This section
does not require the President to authorize each specific applica-
tion. The President may authorize the Attorney General generally
to seek applications under this title or upon such terms and condi-
tions as the President wishes, so long as the terms and conditions
are consistent with this title.

Subsection (a) also authorizes a judge to whom an application is
made to grant an order for physical search in the United States,
for the purpose of collecting foreign intelligence information, of the
specified premises, property, information or material, "notwith-
standing any other law." The "notwithstanding any other law" lan-
guage is intended to extend as well to any treaty obligations that
might otherwise conflict with this law. The "notwithstanding any
other law" wording also deals with the contention that 28 U.S.C.
1251 would prevent the Foreign Intelligence Surveillance Court
from approving a physical search pursuant to this title.

Section 301(b) provides that the Foreign Intelligence Surveillance
Court, as defined in section 309(3), shall have jurisdiction to hear
applications for and grant orders approving physical search for the
purpose of obtaining foreign intelligence anywhere within the Unit-
ed States under the procedures set forth in this title. No judge
shall hear the same application which has been denied previously
by another judge. Subsection (b) also provides that, if any judge de-
nies an application for an order authorizing a physical search
under this Act, such judge shall provide immediately for the record
a written statement of each reason for that decision. On motion of
the United States, the record shall be transmitted, under seal, to
the Court of Review, established by section 103(b) of the Act. As
with title I, this provision is intended to make clear that if the Gov-
ernment desires to pursue an application after a denial, itmust
seek review in the special court of review; it cannot apply 'to an-
other judge of the Foreign Intelligence Surveillance Court. Obvi-
ously, where one judge has asked for additional information before
approving an application, and that judge is unavailable when the
Government comes forward with such additional information, the



Government may seek approval from another judge. It would, how-
ever, have to inform the second judge about the first application.

The Committee intends that, as under title I, the judges of the
Foreign Intelligence Surveillance Court should have an opportunity
to examine, when appropriate, the applications, orders, and state-
ments of reasons for decisions in other cases.

Section 301(c) provides that the Court of Review shall have juris-
diction to review the denial of any application made under this
title. If such court determines that the application was properly de-
nied, the Court shall immediately provide for the record a written
statement of each reason for its decision and, on petition of the
United States for a writ of certiorari, the record shall be transmit-
ted under seal to the Supreme Court, which shall have jurisdiction
to review such decision.

Subsection 301(d) provides that judicial proceedings under this
title shall be concluded as expeditiously as possible. The record of
proceedings under this title, including applications made and or-
ders granted, shall be maintained under security measures estab-
lished by the Chief Justice of the United States in consultation
with the Attorney General and the Director of Central Intelligence.
The Committee intends that such measures shall be the same as
those established pursuant to title I and thus shall include such
document, physical, personnel, or communications security meas-
ures as are necessary to protect information concerning proceedings
under this title-from unauthorized disclosure. As under title I, such
measures may also include the use of secure premises provided by
the Executive branch to hear an application and the employment
of Executive branch personnel to provide clerical and administra-
tive assistance.

Application for an order
Section 302(a) specifies what information must be included in the

application for a court order. Applications must be made by a Fed-
eral officer in writing under oath or affirmation. If the officer mak-
ing the application is unable to verify the accuracy of the informa-
tion or representations upon which the application is based, the ap-
plication should include affidavits by other officers who are able to
provide such personal verification. Thus, for example, if the appli-
cant should be an attorney in the Department of Justice who had
not personally gathered the information contained in the applica-
tion, it would be necessary that the application also contain an affi-
davit by an officer personally attesting to the status and reliability
of any informants or other covert sources of information. By this
means the source of all information contained in the applications
and its accuracy will have been sworn to by a named official of the
U.S. Government and a chain of responsibility established for judi-
cial review.

Each application must be approved by the Attorney General, who
may grant such approval if he or she finds that the criteria and re-
quirements set forth in this title have been satisfied. The Attorney
General's written approval must indicate his or her belief that the
facts and circumstances relied upon for the application would jus-
tify a judicial finding of probable cause to believe that the target
is a foreign power or an agent of a foreign power, that the premises



or property to be searched contains foreign intelligence informa-
tion, and that the premises or property to be searched is owned,
used, possessed by or is in transit to or from a foreign power or an
agent of a foreign power, as well as his or her belief that all other
statutory criteria have been met.

Paragraph (1) of subsection (a) requires that the application in-
clude the identity of the Federal officer making the application.

Paragraph (2) requires that the application contain evidence of
the authority to make this application. This would consist, under
the current Executive order, of the Presidential authorization to
the Attorney general and the Attorney General's approval of the
particular application.

Paragraph (3) requires the application to include the identity, if
known, of the target of the search, and a detailed description of the
premises or property to be searched and of the information, mate-
rial, or property to be seized, reproduced, or altered. Thus, if the
Government knows the identity of the target of the search, it is re-
quired to identify the target. The target may be an individual or
an entity.

The word "target" is nowhere defined in this title, although it is
a key term, because the standards to be applied differ depending
on who or what is targeted. The Committee intends that the target
of a physical search be the individual or entity about whom or from
whom information is sought. In most cases this would be the indi-
vidual or entity who owns, uses, or possesses the premises or prop-
erty to be searched. In some cases, however, it would be the indi-
vidual or entity to or from whom property is in transit.

An individual cannot be a foreign power, only an agent of a for-
eign power. Therefore, if the search is to be directed at an individ-
ual about whom information is sought, that individual is the target
and must be shown to be an "agent of a foreign power." Where two
or three individuals are associated with one another, it might be
argued that they are an "association" or an "entity," which, if the
proper showing is made, could be considered a "foreign power."
(This would especially be true if the individuals engaged in "inter-
national terrorism" and thereby might be a group engaged in inter-
national terrorism, which is a defined "foreign power.") This does
not mean, however, that property of each of these individuals can
then be individually searched merely upon a showing that together
they are a "foreign power." Rather, to search the property of each
individual would require a showing that each was an "agent of a
foreign power."

Often, however, associations or entities will act in a "corporate"
capacity, as distinguished from the act of an individual in the asso-
ciation or entity. For example, corporations own or lease property,
enter into contracts, and otherwise act as an entity distinct from
the individuals therein. The fact that an individual officer or em-
ployee, acting in his or her official capacity, may sign the deed,
lease, or contract on behalf of the corporation does not vitiate the
fact that it is the corporation rather than the individual who is act-
ing. Thus, it is possible to target a "foreign power" in such cir-
cumstances. In addition, it will be possible under this title to target
a "foreign power" in certain rare cases where the facility targeted,
while owned, used, or possessed by the entity, is in fact dedicated



to the use of one particular member of the entity, for instance,
where each officer is assigned his or her own office. However, in
order to justify the target as a "foreign power" rather than as an
"agent of a foreign power," the information sought must be concern-
ing the entity, not the individual.

The judge in considering the application, wherever the Govern-
ment claims the target is a "foreign power," and especially where
U.S. persons are officers or employees of the "foreign power," must
scrutinize the description of the information sought, and the prop-
erty or premises to be searched; see section 402(a)(3), infra, to de-
termine whether the target is really the "foreign power" rather
than an "agent of a foreign power." The judge must also closely
scrutinize the minimization procedures to assure that where the
target is a "foreign power," the individual U.S. persons who may
be members or employees of the power are properly protected.

In addition, paragraph (3) requires that the application contain
a detailed description of the premises or property to be searched
and of the information, material, or property to be seized, repro-
duced, or altered. The description should be as specific as possible
and should detail what type of premises or property is likely to be
searched and what types of information, material, or property are
likely to be seized, reproduced, or altered. Such specifics are nec-
essary if the judge is meaningfully to assess the sufficiency and ap-
propriateness of the minimization procedures.

Paragraph (4) requires a statement of the facts and cir-
cumstances justifying the applicant's belief that the target of the
physical search is a foreign power or an agent of a foreign power,
that the premises or property to be searched contains foreign intel-
ligence information, and that the premises or property to be
searched or owned, used, possessed by, or is in transit to or from
a foreign power or an agent of a foreign power.

Paragraph (5) requires a statement of the proposed minimization
procedures. The statement of procedures required under this para-
graph should be full and complete and normally subject to close ju-
dicial review. It is the intention of the Committee that minimiza-
tion procedures be as uniform as possible for similar physical
searches. The application of uniform procedures to identical
searches will result in a more consistent implementation of the pro-
cedures, improved capability to assure compliance with the proce-
dures, and ultimately a higher level of protection for the rights of
U.S. persons.

Paragraph (6) requires the application to contain a statement of
the nature of the foreign intelligence sought and the manner in
which the physical search is to be conducted. This statement
should be sufficiently detailed so as to state clearly what foreign
intelligence the Government seeks. A simple assertion that "foreign
intelligence information" is sought will not suffice. There must be
an explanation of what specific foreign intelligence information is
sought. This requirement is designed to prevent physical searches
of one target when the true purpose of the search is to gather infor-
mation about another target for other than foreign intelligence pur-
poses. It is also designed to make explicit that the sole purpose of
such physical search is to secure "foreign intelligence information,"
as defined, and not to obtain some other type of information. The



statement should also be as detailed and specific as possible in
light of the need for the judge in his or her order to specify the
manner in which the physical search is to be conducted.

Paragraph (7) requires that each application include a certifi-
cation or certifications by the Assistant to the President for Na-
tional Security Affairs or by an executive branch official or officials
designated by the President from among those executive branch of-
ficers employed in the area of national security or defense and ap-
pointed by the President, by and with the advice and consent of the
Senate. Such certification or certifications must include state-
ments-

That the certifying official deems the information sought to
be foreign intelligence information;

That the purpose of the search is to obtain foreign intel-
ligence information;

That such information cannot reasonably be obtained by nor-
mal investigative techniques;

That designate the type of foreign intelligence information
being sought according to the categories described in section
101(e) of the Act; and

Explaining the basis for the certification that such informa-
tion cannot be obtained by normal investigative techniques and
the certification that the foreign intelligence information being
sought falls within a category or categories described in section
101(e) of the Act.

This paragraph contemplates that such certifications shall be in
writing and signed by an official designated pursuant to this para-
graph. Such certifications shall be as detailed and specific as pos-
sible.

Paragraph (8) requires a statement of the facts concerning all
previous applications that have been made to any judge under this
title involving any of the persons, premises, or property specified
in the application, and the action taken on each previous applica-
tion.

Section 302(b) provides that the Attorney General may require
any other affidavit or certification from any other officer in connec-
tion with the application. This section is intended to permit the At-
torney General such additional latitude as may be necessary in
order to consider applications submitted pursuant to this title.

Section 302(c) provides that the judge may require the applicant
to furnish such other information as may be necessary to make the
determinations required by section 303. Such additional proffers
would, of course, be made part of the record and would be subject
to the security safeguards applied to the application and order.

Issuance of an order
Section 303(a) specifies the findings the judge must make before

granting an ex parte order approving physical search under this
title. While the issuance of an order is mandatory if the judge finds
that all the requirements of this section are met, the judge has the
discretion to modify the order sought, for example, with regard to
the period of authorization or the minimization procedures to be
followed. Modifications in the minimization procedures should take



into account the impact of inconsistent procedures on successful im-
plementation.

Paragraph (1) of this subsection requires the judge to find that
the President has authorized the Attorney General to approve such
applications.

Paragraph (2) requires the judge to find that the application has
been made by a Federal officer and that the Attorney General has
approved the application being submitted.

Paragraph (3) requires a finding that there is "probable cause"
to believe that the target of the physical search is a foreign power
or an agent of a foreign power, that the premises or property to be
searched is owned, used, possessed by, or is in transit to or from
a foreign power or an agent of a foreign power, and that physical
search of such premises or property can reasonably be expected to
yield foreign intelligence information which cannot reasonably be
obtained by normal investigative means.

In determining whether "probable cause" exists under this sec-
tion, the court should keep in mind that this standard is not the
ordinary "probable cause" that a crime is being committed, applica-
ble to searches and seizures for law enforcement purposes. Where
a U.S. person is believed to be an "agent of a foreign power," for
example, there must be "probable cause" to believe that the person
is engaged in certain activities, but the criminality of these activi-
ties need not always be demonstrated to the same degree. The key
words-"involve or may involve"-indicate that the ordinary crimi-
nal probable cause standard does not apply with respect to the
showing of criminality. For example, the activity identified by the
Government may not yet involve criminality, but if a reasonable
person would believe that such activity is likely to lead to illegal
activities, this would suffice. It is not intended that the Govern-
ment show probable cause as to each and every element of the
crime likely to be committed.

The determination by the court as to whether there is probable
cause that the person is engaging in certain activities or, for exam-
ple, whether an entity is directed and controlled by a foreign gov-
ernment or governments, should include consideration of the same
aspects of the reliability of the Government's information as is
made in the ordinary criminal context-for example, the reliability
of any informant, the circumstances of the informant's knowledge,
or the age of the information relied upon. On the other hand, all
of the same strictures with respect to these matters which have de-
veloped in the criminal context may not be appropriate in the for-
eign intelligence context. That is, in the criminal context certain
"rules" have developed or may develop for judging reliability of in-
formation. See, for example, Spinelli v. United States, 393 U.S. 410
(1969). It is not the Committee's intention that these "rules" nec-
essarily be applied to consideration of probable cause under this
title. Rather it is the Committee's intent that in judging the reli-
ability of the information presented by the Government, the court
look to the totality of the information and consider its reliability on
a case-by-case basis.

In addition, in order to find "probable cause" to believe the sub-
ject of the surveillance is an "agent of a foreign power," as defined
in section 101(b) of the Act, the judge must, of course, find that



each and every element of that status exists. For example, if a U.S.
citizen or resident alien is alleged to be acting on behalf of a for-
eign entity, the judge must first find probable cause to believe that
the entity is a "foreign power" as defined in section 101(a) of the
Act. There must also be probable cause to believe the person is act-
ing for or on behalf of that foreign power and probable cause to be-
lieve that the efforts undertaken by the person on behalf of the for-
eign power constitute sabotage, international terrorism, or clandes-
tine intelligence activities.

Similar findings of probable cause are required for each element
necessary to establish that a U.S. citizen is conspiring with or aid-
ing and abetting someone engaged in sabotage, international ter-
rorism, or clandestine intelligence activities.

The proviso in paragraph (3)(A) states that no U.S. person may
be considered a foreign power or an agent of a foreign power solely
upon the basis of activities protected by the first amendment to the
Constitution of the United States. This provision is intended to re-
inforce the intent of the Committee that lawful political activities
should never be the sole basis for a finding of probable cause to be-
lieve that a U.S. person is a foreign power or an agent of a foreign
power. For example, the advocacy of violence falling short of incite-
ment is protected by the first amendment, under the Supreme
Court's decision in Brandenburg v. Ohio, 395 U.S. 444 (1969).
Therefore, the pure advocacy of the commission of terrorist acts
would not, in and of itself, be sufficient to establish probable cause
that an individual or group is preparing for the commission of such
acts. However, one cannot cloak oneself in first amendment immu-
nity by advocacy, where one is engaged in clandestine intelligence
activities, terrorism, or sabotage.

Paragraphs (3) (B) and (C) require the judge to find probable
cause to believe that the premises or property to be searched is
owned, used, possessed by, or in transit to or from a foreign power
or an agent of a foreign power and that physical search of such
premises or property can reasonably be expected to yield foreign in-
telligence information which cannot reasonably be obtained by nor-
mal investigative means.

Paragraph (4) requires the judge to find that the procedures de-
scribed in the application to minimize the acquisition and reten-
tion, and prohibit dissemination, of certain information relating to
U.S. persons fit the definition of minimization procedures in this
title. The Committee contemplates that the court would give these
procedures most careful consideration. If the court does not believe
they will be effective, the procedures should be modified.

Paragraph (5) requires that the judge find that the application
contains the statements required by section 302. If the statements
do not conform to the requirements of section 302, they can and
must be rejected by the court.

Section 303(b) specifies what the order approving the physical
search must contain. Paragraph (1)(A) requires that it must specify
the identity, if known, or a description of the target of the physical
search. Paragraph (1)(B) provides that the order must also specify
the nature and location of each of the premises or property to be
searched; and paragraph (1)(C) provides that the order must speci-
fy the type of information, material or property to be seized, al-



tered, or reproduced. Paragraph (1)(D) provides that the order
must also include a statement of the manner in which the search
is to be conducted and, whenever more than one physical search is
authorized under the order, the authorized scope of each search
and what miiiimization procedures shall apply to the information
acquired by each search. These requirements are designed in light
of the Fourth Amendment's requirements that warrants describe
with particularity and specificity the person, place, and objects to
be. searched and seized. Finally, paragraph (1)(E) provides that the
order must specify the time period during which physical searches
are approved.

The Committee intends that an order may authorize more than
one search of separate premises, or more than one search of the
same premises so long as such searches occur within the time peri-
ods authorized under the order. Thus, if an authorized physical
search is undertaken but terminated without achieving its purpose,
a second physical search of the same premises to achieve the same
purpose may be instituted so long as such search has been specifi-
cally authorized by the order and occurs within the time period
specified in the order.

Paragraph (2) of section 303(b) details what the court directs in
the order. The order must direct that minimization procedures will
be followed. The order may also direct that a landlord, custodian,
or other specified person furnish information, facilities or assist-
ance necessary to accomplish the search successfully and in secrecy
and with a minimum of interference with the services that such
landlord, custodian, or other person is providing the target of the
physical search. If this is done, the court shall direct that the per-
son rendering the assistance maintain under security procedures
approved by the Attorney General and the Director of Central In-
telligence any records concerning the search or the aid furnished
that such person wishes to retain. The order presented to the per-
son rendering assistance need not be the entire order approved by
the judge under this title. Rather, only that portion of the order de-
scribed in section 303(b)(2) (B)-(C), signed by the judge, need be
given to the specified person. This portion of the order should speci-
fy the person directed to give assistance, the nature of the assist-
ance required, and the period of time during which such assistance
is authorized. Finally, paragraph (2)(E) requires that the order di-
rect that the federal officer conducting the physical search prompt-
ly report to the court the circumstances and results of the physical
search. This report may be made to a judge other than the judge
who granted the order approving the search.

Section 303(c)(1) requires that an order issued under this section
may approve a physical search for the period necessary to achieve
its purpose, or for 90 days, whichever is less, except that if the
physical search is targeted against a foreign power as defined in
section 101(a) (1), (2), or (3) of FISA, an order shall approve such
search for the period specified in the application, or for one year,
whichever is less. The comparable periods in title I are the same.

Section 303(c)(2) provides that extensions of an order issued
under this title may be granted on the same basis as the original
order upon an application for an extension and new findings made
in the same manner as required for the original order, except that



an extension of an order under this Act for a physical search tar-
geted against a foreign power as defined in section 101(a) (5) and
(6), or against a foreign power, as defined in section 101(a)(4),
which is not a United States person, may be for a period not to ex-
ceed a year if the judge finds probable cause to believe that no
property of any individual United States person will be acquired
during the period. Comparable time periods are permitted by title
I for extensions of electronic surveillances of the foreign powers in
these categories.

Section 303(c)(3) provides that at or before the end of the period
of time for which a physical search is approved by an order or ex-
tension, or at any time after a physical search has been carried out,
the judge who approved the order or extension or the judge to
whom the return has been made may assess compliance with the
minimization procedures by reviewing the circumstances under
which information concerning United States persons was acquired,
retained, or disseminated. This provision is not intended to require
that the judge assess such compliance, nor is it intended to limit
such assessments to any particular intervals. However, it is useful
to spell out the judge's authority explicitly so that there will be no
doubt that a judge may review the manner in which information
about U.S. persons is being handled at any time after an order ap-
proving such search has been issued.

Section 303(d) permits the Attorney General to approve physical
searches for foreign intelligence purposes in emergency situations.
The requirements set forth in this section are comparable to those
provisions in title I of the Act pertaining to emergency electronic
surveillances.

Subsection (d)(1) authorizes the Attorney General to authorize
the execution of an emergency physical search if the Attorney Gen-
eral determines that an emergency situation exists with respect to
the execution of a physical search to obtain foreign intelligence in-
formation before an order authorizing such search can with due
diligence be obtained, and the factual basis for issuance of an order
under this title to approve such a search exists, and if the Attorney
General or the Attorney General's designee informs a judge having
jurisdiction under section 103 of the Act at the time of authoriza-
tion that the decision has been made to execute an emergency
search and an application is made to that judge as soon as prac-
ticable but not more than 24 hours after the emergency search is
authorized by the Attorney General.

Subsection (d)(2) provides that the Attorney General shall re-
quire that the minimization procedures shall be followed whenever
an emergency search is authorized pursuant to this section.

Subsection (d)(3) provides that in the absence of a judicial order
approving such search, an emergency search authorized by the At-
torney General shall terminate when the information sought is ob-
tained, or when the application for the order is denied; or 24 hours
from the time of the authorization, whichever is earlier.

Subsection (d)(4) provides that where an application or a physical
search is denied, or in any other case where a physical search is
terminated and no order is issued approving the search, no infor-
mation obtained or evidence derived from such search shall be re-
ceived in evidence or otherwise disclosed in any judicial or adminis-



trative proceeding, and no information concerning any United
States person acquired from such search shall be subsequently
used or disclosed in any other manner by Federal officers or em-
ployees without the consent of such person, except with the ap-
proval of the Attorney General, if the information indicates a
threat of death or serious bodily harm to any person. A denial of
the application made under this subsection may be reviewed as
provided in section 301.

Subsection 303(e) provides that applications made and orders
granted under this title shall be retained for a period of at least
ten years from the date of the application. This is identical to the
requirement in title I, and the purpose is to assure accountability.

Use of information
Section 304 places additional constraints on Government use of

information obtained from physical search under this title and es-
tablishes detailed procedures under which information may be re-
ceived in evidence, suppressed, or discovered. With respect to the
use of information in legal proceedings, notice should be given to
the aggrieved person as soon as possible, so as to allow for the dis-
position of any motions concerning evidence derived from physical
search. In addition, the Attorney General should at all times be
able to assess whether and to what extent the information made
available by the Government to a State or local authority will be
used.

Subsection (a) requires that information concerning U.S. persons
acquired from physical search pursuant to this title may be used
and disclosed by Federal officers and employees, without the con-
sent of the U.S. person, only in accordance with the minimization
procedures defined in section 309(4). This provision ensures that
the use of such information is carefully restricted to actual foreign
intelligence or law enforcement purposes. No information (whether
or not it concerns a U.S. person) acquired from a physical search
pursuant to this title may be used or disclosed except for lawful
purposes. This is to ensure that information concerning foreign
visitors and other non-U.S. persons, the use of which is not re-
stricted to foreign intelligence or law enforcement purposes, is not
used for illegal purposes.

There is no specific restriction in this title regarding to whom
Federal officers may disclose information concerning U.S. persons
acquired pursuant to this title, although specific minimization pro-
cedures might require specific restrictions in particular cases. First,
the Committee believes that dissemination should be permitted to
State and local law enforcement officials. If Federal agents conduct-
ing a physical search authorized under this title were to acquire in-
formation relating to a violation of State criminal law, such as
homicide, the agents could hardly be expected to conceal such infor-
mation from the appropriate local officials. There will be an appro-
priate weighing of criminal law enforcement needs against possible
harm to national security from the disclosure. Second, the Commit-
tee can conceive of situations where disclosure should be made out-
side of Government channels. For example, Federal agents may
learn of a terrorist plot to kidnap a business executive. Certainly
in such cases they should be permitted to disclose such information



to the executive and his or her company in order to provide for the
executive's security.

Finally, the Committee believes that foreign intelligence informa-
tion relating to crimes, espionage activities, or the acts and inten-
tions of foreign powers may, in some circumstances, be appro-
priately disseminated to cooperating intelligence services of other
nations. So long as all the procedures of this title are followed by
the Federal officers, including minimization and the limitations on
dissemination, this cooperative relationship should not be termi-
nated by a blanket prohibition on dissemination to foreign intel-
ligence services. The Committee wishes to stress, however, that
any such dissemination be reviewed carefully to ensure that there
is a sufficient reason why disclosure of information to foreign intel-
ligence services is in the interests of the United States.

Disclosure, in compelling circumstances, to local officials for the
purpose of enforcing the criminal law, to the targets of clandestine
intelligence activity or planned violence, or to foreign intelligence
services under the circumstances described above is generally the
only exception to the rule that dissemination should be limited to
Federal officials.

Subsection (b) requires that any disclosure of information for law
enforcement purposes be accompanied by a statement that such
evidence, or any information derived therefrom, may be used in a
criminal proceeding only with the advance authorization of the At-
torney General. This provision is designed to eliminate cir-
cumstances in which a local prosecutor has no knowledge that evi-
dence was obtained through a foreign intelligence search. In grant-
ing approval of the use of evidence the Attorney General would
alert the prosecutor to the search and the prosecutor, in turn, could
alert the court in accordance with subsection (c) or (d).

Subsections (c) through (i) set forth the procedures under which
information acquired by means of physical search under this title
may be received in evidence or otherwise used or disclosed in any
trial, hearing or other Federal or State proceeding. Although the
primary purpose of physical search conducted pursuant to this title
is not the gathering of criminal evidence, it is contemplated that
such evidence will be acquired and these subsections establish the
procedural mechanisms by which such information may be used in
formal proceedings. Notice should be given to the aggrieved person
as soon as possible, so as to allow for the disposition of any notions
concerning evidence derived from physical search under this title.

At the outset the Committee recognizes that nothing in these
subsections abrogates the rights afforded a criminal defendant
under Brady v. Maryland, 373 U.S. 83 (1963), and the Jencks Act,
18 United States Code, Section 3500 et seq. These legal principles
inhere in any such proceedings and are wholly consistent with the
procedures detailed here. Furthermore, nothing contained in this
section is intended to alter the traditional principle that the Gov-
ernment cannot use material against a criminal defendant and
then withhold from him such material at trial. United States v.
Andolschek, 142 F. 2d 503 (2nd. Cir. 1944).

Subsection (c) states that whenever the United States intends to
enter into evidence or otherwise use or disclose in any trial, hear-
ing, or other proceeding before any court, department, officer, agen-



cy, regulatory body, or other authority of the United States, against
an aggrieved person, any information obtained or derived from a
physical search of the premises or property of that aggrieved per-
son pursuant to the authority of this title, the United States shall,
prior to the trial, hearing, or other proceeding or at a reasonable
time prior to an effort to so disclose or so use that information or
submit it in evidence, notify the aggrieved person and the court or
other authority in which the information is to be disclosed or used
that the United States intends to so disclose or so use such infor-
mation. This provision applies to information acquired from a phys-
ical search under this title or any fruits thereof.

Subsection (d) places the same requirements upon the States and
their political subdivisions, and also requires notice to the Attorney
General. The Attorney General should at all times be able to assess
whether and to what extent the use of information made available
by the Government to a State or local authority may be used.

Subsection (e) provides a separate statutory mechanism by which
an aggrieved person against whom evidence derived or obtained
from a physical search under this title is to be or has been intro-
duced or otherwise used or disclosed in any trial, hearing or pro-
ceeding may move to suppress the information acquired by physical
search or evidence derived therefrom. The grounds for such a mo-
tion would be that (1) the information was unlawfully acquired, or
(2) the search was not made in conformity with the order of author-
ization or approval. A motion under this subsection must be made
before the trial, hearing, or proceeding unless there was no oppor-
tunity to make such a motion or the movant was not aware of the
grounds for the motion. It should be noted that the term "aggrieved
person," as defined in section 309(d), does not include those who
are mentioned in documents obtained or copied in a physical
search.

Subsection (f) states in detail the procedure the court shall follow
when.it receives a notification under subsection (c) or (d) or a sup-
pression motion is filed under subsection (e). This procedure ap-
plies, for example, whenever an individual makes a motion pursu-
ant to subsection (d) or any other statute or rule of the United
States (e.g., Rule 12 of the Federal Rules of Criminal Procedure)
to discover, obtain, or suppress evidence or information obtained or
derived from' physical search conducted pursuant to this title. Al-
though a number of different procedures might be used to attack
the legality of the search, it is this procedure "notwithstanding any
other law" that must be used to resolve the question. The proce-
dures set out in subsection (f) apply whatever the underlying rule
or statute referred to in the motion. This is necessary to prevent
the carefully drawn procedures in subsection (f) from being by-
passed by the inventive litigant using a new statute, rule or judi-
cial construction.

The special procedures in subsection (f) cannot be invoked until
they are triggered by a Government affidavit that disclosure or an
adversary hearing would harm the national security of the United
States. If no such assertion is made, it is envisioned that manda-
tory disclosure of the application and order, and discretionary dis-
closure of other surveillance materials, would be available to the
defendant. When the procedure is so triggered, however, the Gov-



ernment must make available to the court a copy of the court order
and accompanying application upon which the physical search was
based.

The court must then conduct an ex parte, in camera inspection
of these materials as well as any other documents relating to the
search which the Government may be ordered to provide, to deter-
mine whether the physical search of the aggrieved person was law-
fully authorized and conducted. The subsection further provides
that in making such a determination, the court may order disclosed
to the aggrieved person, under appropriate security procedures and
protective orders, portions of the application, order, or other mate-
rials relating to the physical search only where such disclosure is
necessary to make an accurate determination of the legality of the
physical search.

The procedures set forth in subsection (f) are intended to strike
a reasonable balance between an entirely in camera proceeding
which might adversely affect the defendant's ability to defend him-
self or herself, and mandatory disclosure, which might occasionally
result in the revelation of sensitive foreign intelligence information.
The decision whether it is necessary to order disclosure to a person
is for the court to make after reviewing the underlying documenta-
tion and determining its volume, scope, and complexity. In some
cases, the court will likely be able to determine the legality of the
search without any disclosure to the defendant. In other cases,
however, the question may be more complex because of, for exam-
ple, indications of possible misrepresentation of fact, vague identi-
fication of the persons to be targeted, or search records which in-
clude a significant amount of nonforeign intelligence information,
calling into question compliance with the minimization standards
contained in the order. In such cases, it is contemplated that the
court will likely decide to order disclosure to the defendant, in
whole or in part, since such disclosure "is necessary to make an ac-
curate determination of the legality of the physical search."

Cases may arise, of course, where the court believes that disclo-
sure is necessary to make an accurate determination of legality,
but the Government argues that to do so, even given the court's
broad discretionary power to excise certain sensitive portions,
would damage the national security. In such situations the Govern-
ment must choose-either disclose the material or forego the use
of the search-based evidence. Indeed, if the Government objects to
the disclosure, thus preventing a proper adjudication of legality,
the prosecution would probably have to be dismissed.

Subsection (g) states that if the United States district court pur-
suant to subsection (f) determines that the physical search was not
lawfully authorized or conducted, it shall, in accordance with the
requirements of law, suppress the evidence which was unlawfully
obtained or derived from the physical search of the aggrieved per-
son or otherwise grant the motion of the aggrieved person. If the
court determines that the physical search was lawfully authorized
and conducted, it shall deny the motion of the aggrieved person ex-
cept to the extent that due process requires discovery or disclosure.

The general phrase "in accordance with the requirements of law"
has been chosen to deal with the problem of what procedures are
to be followed in those cases where the trial court determines that



the surveillance was unlawfully authorized or conducted. The evi-
dence obtained would not, of course, be admissible during the trial.
But beyond this, in the case of an illegal surveillance, the Govern-
ment is constitutionally mandated to surrender to the defendant all
the records of the surveillance in its possession in order for the de-
fendant to make an intelligent inotion on the question of taint. The
Supreme Court in Alderman v. United States, 394 U.S. 165 (1968),
held that, once a defendant claiming evidence against him was the
fruit of unconstitutional electronic surveillance has established the
illegality of such surveillance (and his "standing" to object), he
must be given confidential materials in the Government's files to
assist him in establishing the existence of "taint." The Court re-
jected the Government's contention that the trial court could be
permitted to screen the files in camera and give the defendant only
material which was "arguably relevant" to his claim, saying such
screening would be sufficiently subject to error to interfere with the
effectiveness of adversary litigation of the question of "taint." The
Supreme Court refused to reconsider the Alderman rule and, in
fact, reasserted its validity in its Keith decision. (United States v.
Alderman, supra, at 393.)

When the court determines that the physical search was lawfully
authorized and conducted, it would, of course, deny any motion to
suppress.

Subsection (h) states that orders granting motions or requests
under subsection (g), decisions under this section that a physical
search was not lawfully authorized or conducted, and orders of the
United States district court requiring review or granting disclosure
of applications, orders or other materials relating to the physical
search shall be final orders and binding upon all courts of the Unit-
ed States and the several States except a United States court of ap-
peals and the Supreme Court. It is intended that all orders regard-
ing legality and disclosure shall be final and binding only where
the rulings are against the Government.

Subsection (i) states that if an emergency search is authorized
pursuant to section 303(d) and a subsequent order approving the
search is not obtained, the judge shall cause to be served on any
U.S. person who was the subject of such search a notice, noting the
fact of the application; the period authorized for the search; and
whether during the period information was or was not obtained. On
an ex parte showing of good cause to the judge, service of the notice
required by this subsection may be postponed for up to 90 days. On
a further ex parte showing of good cause, the court shall forego or-
dering the serving of the notice required by this subsection. Com-
parable provisions governing notice of emergency electronic surveil-
lances are set forth in title I of the Act.

Congressional oversight
Section 305(a) provides that on a semiannual basis the Attorney

General shall fully inform the House Permanent Select Committee
on Intelligence and the Senate Select Committee on Intelligence
concerning all physical searches conducted pursuant to this title.

In addition, on an annual basis the Attorney General shall pro-
vide to those committees a report setting forth with respect to the
preceding calendar year: (a) the total number of applications made



for orders approving physical searches under this title; and (b) the
total number of such orders either granted, modified, or denied.
The comparable provision of title I requires a public report to the
Administrative Office of the United States Courts. The reports con-
cerning physical searches are to be submitted to the Committees,
and my be classified, because the Justice Department has advised
that the numbers may be so few as to reveal sensitive information
concerning U.S. foreign counterintelligence activities. If this con-
cern should be confirmed by experience under the Act, the Commit-
tees will consider appropriate alternative methods of informing the
public concerning this practice consistent with the needs of na-
tional security.

Penalties
Section 306(a)(1) makes it a criminal offense for officers or em-

ployees of the United States to intentionally engage in physical
search within the United States under color of law for the purpose
of obtaining foreign intelligence information except as authorized
by statute. Section 306(a)(2) makes it a criminal offense for officers
or employees of the United States to intentionally disclose or use
information obtained under color of law by physical search, know-
ing or having reason to know that the information was obtained
through physical search not authorized by statute and conducted in
the United States for the purpose of obtaining foreign intelligence
information.

Section 306(b) provides an affirmative defense to a law enforce-
ment or investigative officer that the officer engaged in such an ac-
tivity for law enforcement purposes in the course of his official du-
ties, and the physical search was authorized by and conducted pur-
suant to a search warrant or court order of a court or competent
jurisdiction. Section 306(c) provides that the penalty for violation
of subsection (a) is a fine of not more than $10,000 or imprison-
ment for not more than five years, or both. Section 306(d) makes
clear that there is Federal jurisdiction over an offense under this
section if the person committing the offense was an officer or em-
ployee of the United States when the offense was committed.

One of the important purposes of this title is to afford security
to intelligence personnel so that if they act in accordance with the
statute, they will be insulated from liability; it is not to afford them
immunity when they intentionally violate the law. The word "in-
tentionally" was carefully chosen. It is intended to reflect the most
strict standard for criminal culpability. The Government would
have to prove beyond a reasonable doubt both that the conduct en-
gaged in was in fact a violation, and that it was engaged in with
a conscious objective or desire to commit a violation.

Civil liability
Section 307 imposes civil liability for violations of section 306,

and authorizes an "aggrieved person," as defined in section 309(2),
to recover actual damages, but not less than liquidated damages of
$1,000 or $100 per day for each day of violation, whichever is
greater; punitive damages; and reasonable attorney's fees and
other investigative and litigation costs reasonably incurred. Since
the civil cause of action only arises in connection with a violation



of the criminal provision, the statutory defense does not have to be
restated. Although included in the definition of "aggrieved person,"
foreign powers and non-U.S. persons who act in the United States
as officers or employees of foreign powers or as members of inter-
national terrorist groups would be prohibited from bringing actions
under section 307. Other foreign visitors, including those covered
by section 101(b)(1)(B) of the definition of "agent of a foreign
power," would have a cause of action under this provision. Those
barred from the civil remedy will be primarily those persons who
are themselves immune from criminal or civil liability because of
their diplomatic status.

Authorization during time of war
Section 308 provides that the President, through the Attorney

General, may, notwithstanding any other law, authorize physical
searches without a court order under this title to acquire foreign
intelligence information for a period not to exceed 15 calendar days
following a declaration of war by the Congress. A similar provision
is made for electronic surveillance during time of war in title I.

Definitions
Section 309 provides definitions of terms used in this title.
Section 309(1) incorporates by reference the definitions used in

title I of the Act pertaining to electronic surveillance. These include
definitions of the terms "foreign power," "agent of a foreign power,"
"international terrorism," "sabotage," "foreign intelligence informa-
tion," "Attorney General," "United States person," "United States,"
"person," and "State."

These definitions are crucial to the understanding and implemen-
tation of title III as well as title I. In particular, the definitions of
"foreign power," "agent of a foreign power" and "United States per-
son" set forth the categories of persons or entities which may be
targeted for electronic surveillance and physical search under the
Act. Depending upon the category into which such person or entity
may fall, the approval authority and time periods prescribed by the
Act for an electronic surveillance or a physical search will vary.
The Committee intends that the entire legislative history of these
terms, as set forth in the congressional reports pertaining to title
I governing electronic surveillance, be applied to their use in title
III pertaining to.physical search. The legislative history of these
provisions can be found in Senate Report 95-604 (Report of the
Committee on Judiciary); Senate Report 95-701 (Report of the Se-
lect Committee on Intelligence); and House Report 95-1283 (Report
of the Permanent Select Committee on Intelligence).

Sections 309 (2) through (5) provide definitions of other terms
used in this title.

Section 309(2) of this title defines "aggrieved person" to mean a
person whose premises, property, information, or material is the
target of physical search or any other person whose premises, prop-
erty, information, or material was subject to physical search. As de-
fined, the term is intended to be coextensive, but no broader than,
those persons who have standing to raise claims under the Fourth
Amendment with respect to physical search.



Section 309(3) of this title defines "Foreign Intelligence Surveil-
lance Court" to mean the court established by section 103(a) of the
Act, which provides that the Chief Justice of the United States
shall publicly designate seven district court judges from seven of
the United States judicial circuits who shall constitute a court
which shall have jurisdiction to hear applications for and grant or-
ders approving electronic surveillance anywhere within the United
States under the procedures set forth in this Act. Pursuant to sec-
tion 103(d) of the Act, each judge designated under this section
shall so serve for a maximum of seven years and shall not be eligi-
ble for redesignation, except that the first judges designated under
subsection (a) were to be designated for terms of from one to seven
years so that one term expired each year. As a result, there has
been a regular annual rotation of at least one new judge onto the
Foreign Intelligence Surveillance Court since 1979.

The legislative history of the FISA established the intent of Con-
gress that the court shall sit continuously in the District of Colum-
bia, that the designated judges shall serve by rotation determined
by the Chief Justice, that they may be assigned to other judicial
duties in the District of Columbia which are not inconsistent with
their duties under this Act, and that more than one judge shall be
available at all times to perform the duties required by this Act.

Section 309(4) defines "minimization procedures," with respect to
physical search, in three paragraphs that are similar to the defini-
tion of this term in section 101(h) of the Act.

Paragraph (4)(A) defines "minimization procedures" as specific
procedures, which shall be adopted by the Attorney General, that
are reasonably designed in light of the purposes and technique of
the particular physical search, to minimize the acquisition and re-
tention, and prohibit the dissemination, of nonpublicly available in-
formation concerning unconsenting United States persons consist-
ent with the need of the United States to obtain, produce, and dis-
seminate foreign intelligence information.

The definition begins by stating that the minimization proce-
dures must be specific procedures. This is intended to demonstrate
that the definition is not itself a statement of the minimization pro-
cedures but rather a general statement of principle which will be
given content by the specific procedures which will govern the ac-
tual searches. It is also intended to suggest that the actual proce-
dures be as specific as practicable in light of the search technique
and its purposes.

The definition then states that the procedures must be "reason-
ably designed in light of the purposes and technique of the particu-
lar physical search." It is recognized that minimization procedures
may have to differ depending on the search technique. For in-
stance, minimization with respect to searches of packages en-
trusted to couriers would not be comparable to searches involving
entry of residential premises.

The definition of minimization speaks in terms of minimizing ac-
quisition and retention and prohibiting dissemination.

The Committee recognizes that in some cases it may not be pos-
sible or reasonable to avoid acquiring irrelevant information in a
physical search. It is recognized that given the nature of intel-
ligence gathering, minimizing acquisition should not be as strict as



for\ law enforcement searches. By minimizing retention, the com-
mittee intends that information acquired, which is not necessary
for obtaining, producing, or disseminating foreign intelligence infor-
mation, be destroyed where feasible and appropriate, as with copies
of photographed or reproduced documents. In certain cases destruc-
tion might take place almost immediately, while in other cases the
information might be retained for a reasonable time in order to de-
termine whether it did indeed relate to one of the approved pur-
poses. Procedures governing minimization-particularly how long
information should be retained and how it should be destroyed once
it is deemed irrelevant-are normally approved by the court and
subject to judicial supervision.

The standard for dissemination is higher than for acquisition and
retention, but the prohibition on dissemination should be reason-
ably designed to be consistent with the need of the United States
to obtain, produce, and disseminate foreign intelligence informa-
tion. Information being held to determine its usefulness should not
be disseminated until that determination was made (or would only
be disseminated to those who could determine its usefulness). Even
with respect to information needed for an approved purpose, dis-
semination should be restricted to those officials with a need for
such information. And, again, the judge, in approving the mini-
mization procedures, could require specific restrictions on the re-
trieval of such information.

There are a number of means and techniques which the mini-
mization procedures may require to achieve the purpose set out in
the definition. These may include, where appropriate, but are not
limited to:

(A) destruction of unnecessary information acquired;
(B) provisions with respect to what may be filed and on what

basis, what may be retrieved and on what basis, and what may
be disseminated, to whom and on what basis;

(C) provision for the deletion of the identity of United States
persons where not necessary to assess the importance of, or to
understand the information;

(D) provisions relating to the proper authority in particular
cases to approve the retention or dissemination of the identity
of United States persons;

(E) provisions relating to internal review of the minimization
process; and

(F) provisions relating to adequate accounting of information
concerning United States persons used or disseminated.

Minimization, however, is not required with respect to all infor-
mation which may be acquired by physical search. For example,
publicly available, information need not be minimized. By publicly
available, the Committee means information which in fact is gen-
erally available to the public. Such information can include gen-
erally published information or information in the public record
which is generally available to the public, e.g., statements of incor-
poration on file in state offices. Also included would be trade names
such as a Xerox copier, a Boeing 747, etc.

In addition, only information concerning a United States person
need be minimized. This includes both documents written by a
United States person and documents which are written by others



but which mention the United States person. The Supreme Court
has held that persons have no constitutionally protected right of
privacy with respect to what others say about them. See Alderman
v. United States, 394 U.S. 195 (1968). Nevertheless, the Executive
Branch in its own procedures has demonstrated that it can mini-
mize retention and prohibit dissemination of such information con-
sistent with legitimate foreign intelligence needs. The Committee
notes, moreover, that documents, although written or owned by one
person, may constitute a more accurate and authoritative record of
another U.S. person's activities than would the typical communica-
tion. Recognizing the less substantial privacy interest in such infor-
mation, however, the "reasonably designed" procedures may take
account of the differences between information in which persons
have a constitutionally protected interest and that in which they do
not. Therefore, more flexibility in the procedures may be afforded
with respect to information concerning U.S. persons obtained from
documents written by others. Of course, information concerning
U.S. persons may come in other circumstances where their privacy
is invaded; in such situations the person whose property is
searched has had his or her privacy interests invaded and mini-
mization procedures are required.

Because minimization is only required with respect to informa-
tion concerning U.S. persons, where materials seized or reproduced
are encoded or otherwise not processed, so that the contents are
unknown, there is no requirement to minimize the acquisition and
retention, or to prohibit the dissemination, of such materials until
their contents are known. Nevertheless, the minimization proce-
dures can be structured to apply to other agencies of Government,
so that if any agency different from the searching agency decodes
or processes the materials, it could be required to minimize the re-
tention and dissemination of information therein concerning U.S.
persons.

It is recognized that writers of documents are unlikely to state
that they are or are not U.S. persons. Intelligence officers and ana-
lysts therefore must use their judgment as to when the procedures
apply. While not suggesting that the procedures require the follow-
ing, as a general rule, persons in the United States might be pre-
sumed to be U.S. persons unless there is some reason to believe
otherwise. The Committee does not intend or expect, however, that
intelligence officers will destroy possibly meaningful information
merely because there is a question whether a person is a U.S. per-
son.

The definition states that minimization procedures must mini-
mize acquisition and retention, and prohibit dissemination, of infor-
mation subject to minimization "consistent with the need of the
United States to obtain, produce, and disseminate foreign intel-
ligence information."

"Foreign intelligence information" is, of course, a defined term,
and with respect to U.S. persons, it must be "necessary" to the list-
ed security and foreign relations purposes. However, the definition
of "minimization procedures" does not state that only "foreign intel-
ligence information" can be acquired, retained, or disseminated.
The Committee recognizes that bits and pieces of information,
which taken together could not possibly be considered "necessary,"



may together or over time take on significance and become "nec-
essary." Nothing in this definition is intended to forbid the reten-
tion or even limited dissemination of such bits and pieces before
their full significance becomes apparent.

An example would be where the Government conducts a surrep-
titious entry to photograph papers and effects of a known spy, who
is a U.S. person. It is "necessary" to identify anyone working with
that spy in his or her network, for example, by providing informa-
tion, or to whom the spy reports. Therefore, it is necessary to ac-
quire, retain and disseminate information concerning all the spy's
contacts and acquaintances and movements. Among those contacts
and acquaintances, however, there are likely to be a large number
of innocent persons. Yet, information concerning these persons
must be retained at least until it is determined that they are not
involved in the clandestine intelligence activities, and may have to
be disseminated in order to determine their innocence. Where after
a reasonable period of time, which may in fact be an extended pe-
riod of time, there is no reason to believe such persons are involved
in the clandestine intelligence activities, there should be some ef-
fort, for example, either to destroy the information concerning such
persons, or to seal the file so that it is not normally available, or
to make the file not retrievable by the name of the innocent person.
It is recognized that the failure to gather further incriminating in-
formation concerning the contacts or acquaintances of the spy does
not necessarily mean they are in fact innocent-instead, they may
merely be very sophisticated and well-versed in their espionage
tradecraft. Therefore, for an extended period it may be necessary
to have information concerning such acquaintances, for an inves-
tigation of another spy may indicate the same acquaintance, which
may justify more intensive scrutiny of the person, which then may
result in breaking his or her cover.

One of the results of minimizing retention and dissemination
under this title is that some information will be destroyed, retained
in a non-identifiable manner, or sealed in a manner to prevent dis-
semination. Although there may be cases in which information ac-
quired from a physical search for foreign intelligence purposes will
be used as evidence of a crime, these cases are expected to be rel-
atively few in number, unlike the case in searches in criminal in-
vestigations, the very purpose of which is to obtain evidence of
criminal activity. In light of the relatively few cases in which infor-
mation acquired under this allow the destruction of information
that is not foreign intelligence information or evidence of criminal
activity. This course will safeguard the privacy of individuals more
effectively, insuring that irrelevant information will not be filed.

The definition of minimization procedures states that the Attor-
ney General shall adopt appropriate procedures. In most cases, of
course, these procedures will be reviewed and approved, modified,
or disapproved by the judge approving the physical search. Experi-
ence under title I suggests the administrative need for minimiza-
tion procedures to be as uniform as possible. This does not mean,
however, that judges should not fully scrutinize proposed minimiza-
tion procedures simply because the same procedures have been ap-
proved by another judge in another case. Not only might the earlier
judge have overlooked something, but also it is critical to determine



at least that factors militating in favor of uniformity are not out-
weighed by other considerations. For instance, the Committee ex-
pects that minimization procedures for searches of the property of
individuals would be more strict that those for searches of the
property of foreign powers. If the judge believes a modification is
called for, he or she should require it. If the Government finds the
change unacceptable, it may, of course, appeal the decision to the
special Court of Review.

Paragraph (B) of the definition requires that all minimization
procedures contain a requirement that any information which is
not foreign intelligence information as defined in section 101(eX1)
of the Act not be disseminated in a manner which identifies a Unit-
ed States person, without such person's consent, unless the identity
is necessary to understand such foreign intelligence information or
assess its importance. The purpose of this special dissemination
standard is to protect United States persons from dissemination of
information which identifies them in those areas where the Gov-
ernment's need for their identity is least established. The adjectival
use of the name of a United States person entity, such as the brand
name of a product, is not restricted by this provision because such
information is publicly available.

Two exceptions are allowed to the prohibition on dissemination
in paragraph (B). The first allows dissemination where a U.S. per-
son's identity is "necessary to understand" foreign intelligence in-
formation. The person's identity must be needed to make the infor-
mation fully intelligible. If the information can be understood with-
out identifying the U.S. person, it should be disseminated that way.
However, sometimes it might be difficult or impossible to make
sense of the information without a U.S. person's to make sense of
the information without a U.S. person's identity. The second excep-
tion allows dissemination where a U.S. person's identity is nec-
essary to "assess [the] importance" of foreign intelligence informa-
tion. The word "importance" means important in terms of the inter-
ests set out in the definition of foreign intelligence information.
"Necessary" does not mean that the identity must be essential to
understand the information or assess its importance. The word nec-
essary requires that a knowledgeable intelligence analyst make a
determination that the identity will contribute in a meaningful way
to the ability of the recipient of the information to understand the
information or assess its importance.

Paragraph (C) of the definition allows retention and dissemina-
tion of information which is evidence of a crime which has been,
is being, or is about to be committed and that is to be retained or
disseminated for law enforcement purposes. As noted above, see
section 101(e) of the Act, evidence of certain crimes like espionage
would itself constitute "foreign intelligence information," as de-
fined, because it is necessary to protect against clandestine intel-
ligence activities by foreign powers or their agents. Similarly, much
information concerning international terrorism would likewise con-
stitute evidence of crimes and also be "foreign intelligence informa-
tion," as defined. This paragraph does not relate to information,
even though it constitutes evidence of a crime, which is also needed
by the United States in order to obtain, produce or disseminate for-
eign intelligence information. Rather, this paragraph applies to evi-



dence of crimes which otherwise would have to be minimized be-
cause it was not needed to obtain, produce, or disseminate foreign
intelligence information. For example, in the course of a search evi-
dence of a crime totally unrelated to intelligence matters might be
incidentally acquired. Such evidence should not be required to be
destroyed. Where the information is not foreign intelligence infor-
mation, however, retention and dissemination of such evidence is
allowed only for law enforcement purposes. Such purposes include
arrest, prosecution, and other law enforcement measures taken for
the purpose of preventing the crime. Thus, this paragraph is not
a loophole by which the Government can generally keep and dis-
seminate derogatory information about individuals which may be a
technical violation of law, where there is no intent actually to en-
force the criminal law. On the other hand, where the evidence also
constitutes "foreign intelligence information," as defined, this para-
graph does not apply, and the information may be disseminated
and used for purposes other than enforcing the criminal law.

Section 309(5) defines "physical search" to mean any physical in-
trusion into premises or property (including examination of the in-
terior of property by technical means) that is intended to result in
a seizure, reproduction, inspection, or alteration of information,
material or property, under circumstances in which a person has
a reasonable expectation of privacy and a warrant would be re-
quired for law enforcement purposes, but does not include "elec-
tronic surveillance" as defined in subsection 101(f of FISA. The
definition expressly includes "altering" property so as to ensure
that the court is informed and approves of any planned physical al-
teration of property incidental to a search, e.g., the replacement of
a lock so as to conceal the fact of the search.

This definition is meant to be broadly inclusive, because the ef-
fect of including a particular means of search is not to prohibit it
but to subject it to the statutory procedures. It is not mean, how-
ever, to require a court order in any case where a search warrant
would not be required in an ordinary criminal context. Thus, where
courts have held searches for law enforcement purposes to be law-
ful in the absence of a search warrant, e.g., items seized were in
the "plain view" of government agents or a search was undertaken
in "exigent circumstances," such searches are excluded from the
definition of "physical search" in this paragraph.

On the other hand, the provision that "a warrant would be re-
quired for law enforcement purposes" does not necessarily mean
that a court had previously required a warrant for the particular
type of search carried out under this title. The technique involved
may not have come before a court for a determination as to wheth-
er a warrant is required. Nevertheless, the search activity is in-
tended to be covered if a warrant would be required for law en-
forcement purposes, as determined on the basis of an assessment
of the similarity to other activities which the courts have ruled
upon, and the reasonableness of the expectation of privacy that a
U.S. person would have with respect to such activity.

Finally, the definition specifically excludes "electronic surveil-
lance" as defined by section 101(f) of the Act. The Committee also
does not intend that this title affect the acquisition by the United
States Government of foreign intelligence information from inter-



national or foreign communications, or foreign intelligence activi-
ties conducted in accordance with otherwise applicable Federal law
involving a foreign electronic surveillance communications system,
utilizing a means other than electronic surveillance as defined in
section 101(f) of the Act.

Subsection (b) of section 9 of the bill amends the table of contents
to the Foreign Intelligence Surveillance Act of 1978 to delete the
items relating to the existing title III and add the items relating
to the new title III as added by this bill.

Subsection (c) of section 9 of the bill states that the amendments
made by subsections (a) and (b) shall become effective 90 days after
the date of enactment of this Act, except that any physical search
approved by the Attorney General to gather foreign intelligence in-
formation shall not be deemed unlawful for failure to follow the
procedures of this title (as added by this Act), if that search is con-
ducted within 180 days following the date of enactment of this Act
pursuant to regulations issued by the Attorney General, which are
in the possession of the Select Committee on Intelligence of the
Senate and the Permanent Select Committee on Intelligence of the
House of Representatives prior to the date of enactment.

This provision allows some flexibility in the timing of implemen-
tation of the statutory physical search procedures. The Committee
intends that the Attorney General shall begin making applications
for orders under this title and the court may grant such orders as
soon as practicable after the effective date of this title. Prior to the
first application, U.S. intelligence officers may conduct physical
searches under the Executive branch procedures previously in ef-
fect. The Committee intends that after the Attorney General makes
the first application to the court under this title, no subsequent
physical search which requires a court order under this title shall
be approved by the Attorney General without a court order.
Searches approved by the Attorney General prior to that date, but
not yet conducted, may be carried out so long as they occur within
180 days of enactment.

Section 10. Lesser criminal offense for the unauthorized removal of
classified documents

Subsection (a) of section 10 of the bill adds a new section 1924
to chapter 93 of title 18, Untied States Code, to establish a mis-
demeanor offense for the unauthorized removal and retention of
classified documents or material.

Subsection (a) of the new section 1924 provides that whoever
being an officer, employee, contractor, or consultant of the United
States, and by virtue of his office, employment, position, or con-
tract, becomes possessed of documents or materials containing clas-
sified information of the United States, knowingly removes such
documents or materials without authority and with the intent to
retain them at an unauthorized location shall be fined not more
than $1,000, or imprisoned for not more than 1 year, or both.

Subsection (b) of the new section 1924 defines the term "classi-
fied information cf the United States" as meaning information
originated, owned, or possessed by the United States Government
concerning the national defense or foreign relations of the United
States that has been determined pursuant to law or Executive



order to require protection against unauthorized disclosure in the
interests of national security.

Subsection (b) of section 10 of the bill amends the table of con-
tents for chapter 93, title 18, United States Code, to include an
item relating to the new section 1924 added by the bill.

COMMITTEE ACTION

On May 24, 1994, the Select Committee on Intelligence approved
the bill as amended by a vote of 15-2, and ordered that it be favor-
ably reported.

ESTIMATE OF COSTS

In accordance with paragraph 11(a) of rule XXVI of the Standing
Rules of the Senate, the Committee attempted to estimate the costs
which would be incurred in carrying out the provisions of this bill
in fiscal year 1995 and in each of the five years thereafter. While
several of the provisions of the bill (and the implementing regula-
tions required by the bill) can be expected to increase the adminis-
trative costs associated with personnel security programs, the Com-
mittee believes these costs can be absorbed within existing levels
of appropriations. In its action on the Intelligence Authorization
Act for Fiscal Year 1995, the Committee in fact authorized certain
increases in personnel security funding, based upon available ap-
propriations, to enable intelligence agencies to obtain and utilize
the information available to them under section 2 of S. 2056.

CONGRESSIONAL BUDGET OFFICE ESTIMATE

Pursuant to existing law, the Committee requested and received
the following cost estimate from the Congressional Budget Office
regarding this bill:

U.S. CONGRESS,
CONGRESSIONAL BUDGET OFFICE,

Washington, DC, May 27, 1994.
Hon. DENNIS DECONCINI,
Chairman, Select Committee on Intelligence,
U.S. Senate, Washington, DC.

DEAR MR. CHAIRMAN: The Congressional Budget Office has pre-
pared the enclosed cost estimate for S. 2056, the Counterintel-
ligence and Security Enhancements Act of 1994, as ordered re-
ported by the Senate Select Committee on Intelligence on May 24,
1994. Enactment of the authorization act would not affect direct
spending or receipts. Therefore, pay-as-you-go procedures would
not apply to the bill.

If you wish further details on this estimate, we will be pleased
to provide them.

Sincerely,
ROBERT D. REISCHAUER, Director.

CONGRESSIONAL BUDGET OFFICE COST ESTIMATE

1. Bill number: S. 2056.
2. Bill title: Counterintelligence and Security Enhancements Act

of 1994.



3. Bill status: As ordered reported by the Senate Select Commit-
tee on Intelligence on May 24, 1994.

4. Bill purpose: To enhance the counterintelligence and security
posture of the United States through better coordination of efforts
by Federal agencies to detect and prevent acts of espionage.

5. Estimated cost to the Federal Government:
[By fiscal year. in millions of dollars)

1995 1996 1997 1998 1999

Estimated authorization of appropriations (...................') (1 (1) (.) (.)
Estimated outlays () (.) (.) () (I)

'Less than $500.000.

Basis of estimate: The bill extends access to financial records,
consumer credit records, and travel records to authorized investiga-
tive agencies provided that such information is to be used for an
authorized law enforcement investigation, foreign counterintel-
ligence inquiry, or security determination. Fees may be paid to the
reporting agencies to cover processing costs. Cost associated with
the provision should be insignificant.

6. Pay-as-you-go considerations: The Balanced Budget and Emer-
gency Deficit Control Act of 1985 sets up pay-as-you-go procedures
for legislation affecting direct spending or receipts through 1998.
This authorization bill would not affect direct spending or receipts.
Therefore, this bill has no pay-as-you-go implications.

7. Estimated cost to State and local governments: None.
8. Estimate comparison: None.
9. Previous CBO estimate: None.
10. Estimate prepared by: Elizabeth A. Chambers.
11. Estimate approved by: C.G. Nuckols, Assistant Director for

Budget Analysis.

EVALUATION OF REGULATORY IMPACT

In accordance with paragraph 11(b) of rule XXVI of the Standing
Rules of the Senate, the Committee finds no substantial regulatory
impact will be incurred by implementation of this legislation. In a
small number of cases, private entities may be requested to
produce records requested by the Government on a reimbursable
basis. But there are no regulatory requirements levied by this leg-
islation upon the private sector.

CHANGES IN EXISTING LAW

In the opinion of the Committee, it is necessary to dispense with
the requirements of paragraph 12 of Standing Rule XXVI to expe-
dite the business of the Senate.
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